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Introduction

The SiLK Reference Guide contains the manual page for each analysis tool, utility, plug-in, file format, and
collection facility in the SiLK Collection and Analysis Suite.

This document is meant for reference only. The SiLK Analysis Handbook provides both a tutorial for learning
about the tools and examples of how they can be used in analyzing flow data. See the SiLK Installation
Handbook for instructions on installing SiLK at your site.

This reference guide is broken into sections like the traditional UNIX manual: end-user analysis tools and
utilities are described in Section 1; the libraries and plug-ins that augment the behavior of some tools are
presented in Section 3; Section 5 contains information about file formats; miscellaneous information is in
Section 7; and commands for the installer and administrator of SiLK appear in Section 8.
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SiLK Analysis Tools and Utilities

This section provides the manual page for each analysis tool and utility that the users of SiILK may employ
in their day-to-day work.
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mapsid

Map between sensor names and sensor numbers

SYNOPSIS

mapsid [--print-classes] [--print-descriptions]
[--site-config-file=FILENAME]
[{ <sensor-name> | <sensor-number> } ...]

mapsid —--help

mapsid --version

DESCRIPTION

As of SiLK 3.0, mapsid is deprecated, and it will be removed in the SiLK 4.0 release. Use rwsiteinfo(1)
instead---the EXAMPLES section shows how to use rwsiteinfo to get output similar to that produced by
mapsid.

mapsid is a utility that maps sensor names to sensor numbers or vice versa depending on the input argu-

ments. Sensors are defined in the silk.conf(5) file.

When no sensor arguments are given to mapsid, the mapping of all sensor numbers to names is printed.
When a numeric argument is given, the number to name mapping is printed for the specified argument.
When a name is given, its numeric id is printed. For convenience when typing in sensor names, case is
ignored.

OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
for options that take optional parameters.

--print-classes
For each sensor, print the classes for which the sensor collects data. The classes are enclosed in square
brackets, [].

--print-descriptions

For each sensor, print the description of the sensor as defined in the silk.conf file (if any).

--site-config-file=FILENAME

Read the SiLK site configuration from the named file FILENAME. When this switch is not provided,
mapsid searches for the site configuration file in the locations specified in the FILES section.

--help

Print the available options and exit.

--version

Print the version number and information about how SiLK was configured, then exit the application.

10 SiLK-3.23.1
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EXAMPLES

The following examples demonstrate the use of mapsid. In addition, each example shows how to get similar
output using rwsiteinfo(1).

In the following examples, the dollar sign ($) represents the shell prompt. The text after the dollar sign
represents the command line. Lines have been wrapped for improved readability, and the back slash (\) is
used to indicate a wrapped line.

Name to number mapping

$ mapsid beta
BETA -> 1

$ rwsiteinfo --fields=sensor,id-sensor --sensors=BETA
Sensor|Sensor-ID|
BETA| 1]

Unlike mapsid, matching of the sensor name is case-sensitive in rwsiteinfo.

Number to name mapping

$ mapsid 3
3 -> DELTA

$ rwsiteinfo --fields=id-sensor,sensor --sensors=3 --delimited=,
Sensor-1ID,Sensor
3,DELTA

Print all mappings

$ mapsid
0 -> ALPHA
-> BETA
-> GAMMA
DELTA
-> EPSLN
-> ZETA

O WN -
|
\

$ rwsiteinfo --fields=id-sensor,sensor --no-titles

0| ALPHA|
1| BETA|
2| GAMMA|
3| DELTA|
4| EPSLN|
5| ZETA|

SiLK -3.23.1 11
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Print the class

$ mapsid --print-classes 3 ZETA
3 -> DELTA [all]
ZETA > 5 [all]

$ rwsiteinfo --fields=id-sensor,sensor,class:list --sensors=4,ZETA
Sensor-ID|Sensor|Class:list|

3| DELTA| alll

5| ZETA| alll

Print the class and description

$ mapsid --print-classes --print-description 0 1
0 -> ALPHA [all] "Primary gateway"
1 -> BETA [all] "Secondary gateway"

rwsiteinfo supports using an integer range when specifying sensors.

$ rwsiteinfo --fields=id-sensor,sensor,class:list,describe-sensor \
--sensors=0-1
Sensor-ID|Sensor|Class:1list|Sensor-Description|

0| ALPHA| alll Primary gatewayl
1| BETA| all| Secondary gateway|
ENVIRONMENT

SILK_CONFIG_FILE

This environment variable is used as the value for the --site-config-file when that switch is not
provided.

SILK_DATA _ROOTDIR

This environment variable specifies the root directory of data repository. As described in the FILES
section, mapsid may use this environment variable when searching for the SiLK site configuration file.

SILK_PATH

This environment variable gives the root of the install tree. When searching for configuration files,
mapsid may use this environment variable. See the FILES section for details.

FILES

${SILK_CONFIG_FILE}
${SILK_DATA_ROOTDIR} /silk.conf
/data/silk.conf

${SILK_PATH} /share/silk/silk.conf
${SILK_PATH} /share/silk.conf

12 SiLK-3.23.1
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/usr/local /share/silk/silk.conf

/usr/local/share/silk.conf
Possible locations for the SiLK site configuration file which are checked when the --site-config-file
switch is not provided.

SEE ALSO

rwsiteinfo(1), silk.conf(5), silk(7)

NOTES

As of SiLK 3.0, mapsid is deprecated; use rwsiteinfo(1) instead.

SiLK-3.23.1 13
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num?2dot

Convert an integer IP to dotted-decimal notation

SYNOPSIS

num2dot [--ip-fields=FIELDS] [--delimiter=C]

num2dot --help

num2dot --version

DESCRIPTION

num2dot is a filter to speedup sorting of IP numbers and yet result in both a natural order (i.e., 29.23.1.1
will appear before 192.168.1.1) and readable output (i.e., dotted decimal rather than an integer representation
of the IP number).

It is designed specifically to deal with the output of rwecut(1). Its job is to read stdin and convert specified
fields (default field 1) separated by a delimiter (default ’|’) from an integer number into a dotted decimal IP
address. Up to three IP fields can be specified via the --ip-fields=FIFLDS option. The --delimiter option
can be used to specify an alternate delimiter.

num?2dot does not support IPv6 addresses. The EXAMPLES section below includes an example PySiLK
script to handle IPv6.

OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
for options that take optional parameters.

—ip-fields=FIELDS

Column number of the input that should be considered IP numbers. Column numbers start from 1. If
not specified, the default is 1.

--delimiter=C

The character that separates the columns of the input. Default is ’|.

--help

Print the available options and exit.

--version

Print the version number and information about how SiLK was configured, then exit the application.

14 SiLK-3.23.1
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EXAMPLES

In the following example, the dollar sign ($) represents the shell prompt. The text after the dollar sign
represents the command line. Lines have been wrapped for improved readability, and the back slash (\) is
used to indicate a wrapped line.

Suppose in addition to the default fields of 1-12 produced by rwcut(1), you want to prefix each row with an
integer form of the destination IP and the start time to make processing by another tool (e.g., a spreadsheet)
easier. However, within the default rwcut output fields of 1-12, you want to see dotted-decimal IP addresses.
You could use the following command:

$ rwfilter ... --pass=stdout \
| rwcut --fields=dip,stime,1-12 --ip-format=decimal \
--timestamp-format=epoch \

| num2dot --ip-field=3,4

In the rwcut invocation, you prepend the fields of interest (dip and stime before the standard fields. The
first six columns produced by rwcut will be dIP, sTime, sIP, dIP, sPort, dPort. The --ip-format switch
causes the first, third, and fourth columns to be printed as integers, but you only want the first column to
have an integer representation. The pipe through num2dot will convert the third and fourth columns to
dotted-decimal IP numbers.

num?2dot does not support converting integers to IPv6 addresses. The following PySiLK script (see
pysilk(3)) could be used as a starting-point to create a version of num2dot that supports IPv6 addresses:

#! /usr/bin/env python
from __future__ import print_function

import sys

import silk

# The IPv6 fields to process; the ID of the first field is O
ip_fields = (0, 1)

# The delimiter between fields

delim = ’ |’
# The width of the IPv6 fields
width = 39

# The file to process; this script processes standard input
f = sys.stdin

try:
for line in f:
fields = line.rstrip(f.newlines).split(delim)
for i in ip_fields:
fields[i] = "%*s" % (width, silk.IPv6Addr(int(fields[i])))
print(delim. join(fields))
finally:
f.close()
SEE ALSO

rwcut(1), pysilk(3), silk(7)

SiLK-3.23.1 15



num?2dot(1) The SiLK Reference Guide

BUGS

num?2dot has no support for IPv6 addresses.
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rwaddrcount

Count activity by IPv4 address

SYNOPSIS

rwaddrcount {--print-recs | --print-ips | --print-stat}
[--use-dest] [--min-bytes=BYTEMIN] [--max-bytes=BYTEMAX]
[--min-records=RECMIN] [--max-records=RECMAX]
[--min-packets=PACKMIN] [--max-packets=PACKMAX]
[--set-file=PATHNAME] [--sort-ips] [--timestamp-format=FORMAT]
[--ip-format=FORMAT] [--integer-ips] [--zero-pad-ips]
[--no-titles] [--no-columns] [--column-separator=CHAR]
[--no-final-delimiter] [{--delimited | --delimited=CHAR}]
[--print-filenames] [--copy-input=PATH] [--output-path=PATH]
[--pager=PAGER_PROG] [--site-config-file=FILENAME]
[{--legacy-timestamps | --legacy-timestamps=NUM}]
{[--xargs] | [--xargs=FILENAME] | [FILE [FILE ...11}

rwaddrcount --help

rwaddrcount --version

DESCRIPTION

rwaddrcount reads SiLK Flow records, sums the byte-, packet-, and record-counts on those records by
individual source or destination IP address and maintains the time window during which that IP address
was active. At the end of the count operation, the results per IP address are displayed when the --print-recs
switch is given. rwaddrcount includes facilities for displaying only those IP address whose byte-, packet-
or flow-counts are between specified minima and maxima.

rwaddrcount does not support IPv6 addresses. To generate output for IPv6 records, use the rwuniq(1)
tool:

rwuniq --fields=sip --values=bytes,packets,records,stime,etime

rwaddrcount reads SiLK Flow records from the files named on the command line or from the standard
input when no file names are specified and --xargs is not present. To read the standard input in addition
to the named files, use - or stdin as a file name. If an input file name ends in .gz, the file is uncompressed
as it is read. When the --xargs switch is provided, rwaddrcount reads the names of the files to process
from the named text file or from the standard input if no file name argument is provided to the switch. The
input to --xargs must contain one file name per line.

OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
for options that take optional parameters.

For the application to operate, one of the three --print options must be chosen.

SiLK-3.23.1 17
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--print-recs
Print one row for each bin that meets the minima/maxima criteria. Each bin contains the IP address,
number of bytes, number of packets, number of flow records, earliest start time, and latest end time.
--print-ips

Print a single column containing the IP addresses for each bin that meets the minima/maxima criteria.

--print-stat

Print a one or two line summary (plus a title line) that summarizes the bins. The first line is a summary
across all bins, and it contains the number of unique IP addresses and the sums of the bytes, packets,
and flow records. The second line is printed only when one or more minima or maxima are specified.
This second line contains the same columns as first, and its values are the sums across those bins that
meet the criteria.

--use-dest

Count by destination IP address in the filter record rather than source IP.

--min-bytes=BYTEMIN
Filtering criterion; for the final output (stats or printing), only include count records where the total
number of bytes exceeds BY TEMIN

--min-packets=PACKMIN
Filtering criterion; for the final output (stats or printing), only include count records where the total
number of packets exceeds PACKMIN

--min-records=RECMIN
Filtering criterion; for the final output (stats or printing), only include count records where the total
number of filter records contributing to that count record exceeds RECMIN.

--max-bytes=BYTEMAX
Filtering criterion; for the final output (stats or printing), only include count records where the total
number of bytes is less than BYTEMAX.

--max-packets=PACKMAX
Filtering criterion; for the final output (stats or printing), only include count records where the total
number of packets is less than PACKMAX.

--max-records=RECMAX
Filtering criterion; for the final output (stats or printing), only include count records which at most
RECMAX filter records contributed to.

--set-file=PATHNAME
Write the IPs into the rwset(1)-style binary IP-set file named PATHNAME. Use rwsetcat(1) to see
the contents of this file.

--timestamp-format=FORMAT

Specify the format and/or timezone to use when printing timestamps. When this switch is not spec-
ified, the SILK_TIMESTAMP _FORMAT environment variable is checked for a default format and/or
timezone. If it is empty or contains invalid values, timestamps are printed in the default format,
and the timezone is UTC unless SiLK was compiled with local timezone support. FORMAT is a
comma-separated list of a format and/or a timezone. The format is one of:

18 SiLK-3.23.1
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default

Print the timestamps as YYYY /MM /DDThh:mm:ss
iso

Print the timestamps as YYYY-MM-DD hh:mm:ss
m/d/y

Print the timestamps as MM /DD/YYYY hh:mm:ss
epoch

Print the timestamps as the number of seconds since 00:00:00 UTC on 1970-01-01.

When a timezone is specified, it is used regardless of the default timezone support compiled into SiLK.
The timezone is one of:

utc
Use Coordinated Universal Time to print timestamps.

local
Use the TZ environment variable or the local timezone.

--ip-format=FORMAT

For the --print-recs and --print-ips output formats, specify how IP addresses are printed, where
FORMAT is a comma-separated list of the arguments described below. When this switch is not
specified, the SILK_IP_FORMAT environment variable is checked for a value and that format is used
if it is valid. The default FORMAT is canonical. Since SiLK 3.7.0.

canonical
Print IP addresses in the canonical format: dot-separated decimal for IPv4 (192.0.2.1).
no-mixed
Print IP addresses in the canonical format (192.0.2.1). Prevent use of the mixed IPv4-IPv6
representation when map-v4 is also included in FORMAT. For example, use ::f£fff:c000:201
instead of ::ff£ff:192.0.2.1. Since SILK 3.17.0.
decimal
Print TP addresses as integers in decimal format. For example, print 192.0.2.1 and
::ff£f£:192.0.2.1 as 3221225985 and 281473902969345, respectively.
hexadecimal
Print TP addresses as integers in hexadecimal format. For example, print 192.0.2.1 and
::ff£f£:192.0.2.1 as c00000201 and ££££c00000201, respectively.
zero-padded

Make all IP address strings contain the same number of characters by padding num-
bers with leading zeros. For example, print 192.0.2.1 as 192.000.002.001. For
IPv6 addresses, this setting implies no-mixed, so that ::ffff:192.0.2.1 is printed as
0000:0000:0000:0000:0000:ffff:c000:0201. As of SiLK 3.17.0, may be combined with any of
the above, including decimal and hexadecimal.

The following arguments modify certain IP addresses prior to printing. These arguments may be
combined with the above formats.

map-v4
Change addresses to IPv4-mapped IPv6 addresses (addresses in the ::ffff:0:0/96 netblock) prior
to formatting. Since SiLK 3.17.0.

SiLK-3.23.1 19
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unmap-v6
Do nothing (rwaddrcount does not support IPv6 addresses as the key). Since SiLK 8.17.0.

The following argument is also available:

force-ipv6
Set FORMAT to map-v4,no-mixed.

--integer-ips
Print IP addresses as integers. This switch is equivalent to --ip-format=decimal, it is deprecated as
of SiLK 3.7.0, and it will be removed in the SiLK 4.0 release.
--zero-pad-ips
Print IP addresses as fully-expanded, zero-padded values in the canonical format. This switch is
equivalent to --ip-format=zero-padded, it is deprecated as of SiLK 3.7.0, and it will be removed in
the SiLK 4.0 release
--sort-ips
For the --print-recs and --print-ips output formats, the results are presented sorted by IP address.
--no-titles

Turn off column titles. By default, titles are printed.

--no-columns

Disable fixed-width columnar output.

--column-separator==C
Use specified character between columns and after the final column. When this switch is not specified,
the default of ’|” is used.

--no-final-delimiter

Do not print the column separator after the final column. Normally a delimiter is printed.
--delimited
--delimited=C

Run as if --no-columns --no-final-delimiter --column-sep=C had been specified. That is, disable
fixed-width columnar output; if character C' is provided, it is used as the delimiter between columns
instead of the default ’|.

--print-filenames
Print to the standard error the names of input files as they are opened.
--copy-input=PATH

Copy all binary SiLK Flow records read as input to the specified file or named pipe. PATH may be
stdout or - to write flows to the standard output as long as the --~output-path switch is specified to
redirect rwaddrcount’s textual output to a different location.

--output-path=PATH

Write the textual output to PATH, where PATH is a filename, a named pipe, the keyword stderr to
write the output to the standard error, or the keyword stdout or - to write the output to the standard
output (and bypass the paging program). If PATH names an existing file, rwaddrcount exits with
an error unless the SILK_CLOBBER environment variable is set, in which case PATH is overwritten.
If this switch is not given, the output is either sent to the pager or written to the standard output.

20 SiLK-3.23.1
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--pager=PAGER_PROG

When output is to a terminal, invoke the program PAGER_PROG to view the output one screen full
at a time. This switch overrides the SILK_PAGER environment variable, which in turn overrides the
PAGER variable. If the --output-path switch is given or if value of the pager is determined to be the
empty string, no paging is performed and all output is written to the terminal.

--site-config-file=FILENAME

Read the SiLK site configuration from the named file FILENAME. When this switch is not provided,
rwaddrcount searches for the site configuration file in the locations specified in the FILES section.

--legacy-timestamps

--legacy-timestamps=NUM

When NUM is not specified or is 1, this switch is equivalent to --timestamp-format=m/d/y.
Otherwise, the switch has no effect. This switch is deprecated as of SiLK 3.0.0, and it will be removed
in the SiLK 4.0 release.

--xargs

--xargs=FILENAME

Read the names of the input files from FILENAME or from the standard input if FILENAME is not
provided. The input is expected to have one filename per line. rwaddrcount opens each named file
in turn and reads records from it as if the filenames had been listed on the command line.

--help

Print the available options and exit.

--version

Print the version number and information about how SiLK was configured, then exit the application.

Deprecated Switches

The following switches are deprecated. They will be removed in SiLK 4.0.

--byte-min=BYTFEMIN
Deprecated alias for --min-bytes.

--packet-min=PA CKMIN

Deprecated alias for --min-packets.

--rec-min=RECMIN

Deprecated alias for --min-records.

--byte-max=BYTEMAX

Deprecated alias for --max-bytes.

--packet-max=PACKMAX

Deprecated alias for --max-packets.

--rec-max=RECMAX

Deprecated alias for --max-records.

SiLK-3.23.1 21
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EXAMPLES

In the following examples, the dollar sign ($) represents the shell prompt. The text after the dollar sign
represents the command line. Lines have been wrapped for improved readability, and the back slash (\) is
used to indicate a wrapped line.

To print a list of source IP addresses that appeared in exactly one TCP record during the first 12 hours of
2003-Sep-01, use:

$ rwfilter --start-date=2003/09/01:00 --end-date=2003/09/01:11 \
--proto=6 --pass=stdout \
| rwaddrcount --max-records=1 --print-ips

In general, to print out record information, use rwaddrcount with --print-recs

$ rufilter --start-date=2003/01/17:00 --end-date=2003/01/17:23 \
—--proto=6 --pass=stdout \
| rwaddrcount --print-rec --no-title | head -3

10.10.10.1| 65792| 147| 21| 2003/01/17T00:19:01| 2003/01/17T02:00:13|
10.10.10.2| 110744| 89| 7|1 2003/01/17T01:21:42| 2003/01/17T01:39:21|
10.10.10.3| 864| 18| 6| 2003/01/17T00:20:33| 2003/01/17T01:25:38|

Replacements for rwaddrcount

We note some overlapping features between rwaddrcount and rwuniq(1). There is often more than one
way to perform the same task in the SiLK tool set.

Here’s a guide to replacing each of the outputs of rwaddrcount:

The --print-recs switch prints five pieces of information for each source or destination address:

$ rwaddrcount --print-recs data.rw

sIP|Bytes|Packets|Records| Start_Time| End_Time|
10.0.0.144| 1646]| 4| 1]12007/05/09T18:01:41|2007/05/09T18:01:41]|
10.14.203.121| 40| 1] 1/2007/05/09T18:31:54|2007/05/09T18:31:54]|
10.14.203.122] 40| 1] 1/2007/05/09T18:32:43]2007/05/09T18:32:43]|
10.15.6.14| 539] 3| 312007/05/09T18:03:05|2007/05/09T18:08:07 |
12.0.101.22| 4365] 23] 212007/05/09T18:26:43|2007/05/09T18:43:46|

To do the same in rwuniq, specify either sip in --fields and the --values shown here:

$ rwuniq --fields=sip --values=bytes,packets,flows,stime,etime data.rw

sIP|Bytes|Packets|Records| min_sTime| max_eTime|
10.0.0.144| 1646]| 4| 112007/05/09T18:01:41|2007/05/09T18:01:41]|
10.14.203.121| 40| 1] 112007/05/09T18:31:54|2007/05/09T18:31:54 |
10.14.203.122] 40| 1] 1/2007/05/09T18:32:43|2007/05/09T18:32:43]|
10.15.6.14| 539] 3| 312007/05/09T18:03:05|2007/05/09T18:08:07 |
12.0.101.22| 4365| 23] 212007/05/09T18:26:43|2007/05/09T18:43:46 |
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When rwaddrcount includes --use-dest, change the --fields switch of rwuniq to dip. Replace the --
sort-ips switch of rwaddrcount with --sort-output in rwuniq.

The --print-stat switch in rwaddrcount prints a one-line summary of the data:

$ rwaddrcount --print-stat data.rw
| sIP_Uniql Bytes| Packets| Records]|
Totall 57727 948620676 | 2026581 | 382578|

This is difficult to produce with rwuniq. If there is a field that you know is either empty or constant across
all records (such as nhip or in), you can use that as the key field in rwuniq.

$ rwuniq --fields=nhIP --values=distinct:sip,bytes,packets,flows data.rw
nhIP|sIP-Distinct/| Bytes| Packets| Records]|
0.0.0.0| 57727 | 948620676 | 2026581 | 382578

Note that class generally does not work since each type within a class produces its own row:

$ rwuniq --fields=class --values=distinct:sip,bytes,packets,flows data.rw

class|sIP-Distinct| Bytes| Packets| Records]|
alll 8674 | 260143344 | 964621 | 151447 |
alll 55540 | 688477332| 1061960 | 6184399 |

One trick is to use stime as the key with a very large --bin-time:

$ rwuniq --fields=stime --bin-time=2147483647 \
--values=distinct:sip,bytes,packets,flows data.rw
sTime|sIP-Distinct| Bytes| Packets| Records|
1970/01/01T00:00:00| 57727 | 948620676 | 2026581 | 382578

Finally, you can use separate invocations of rwfilter(1), rwset(1), and rwsetcat(1):

$ rufilter --print-volume --all=stdout data.rw \

| rwuset --sip=stdout \
| rwsetcat --count-ips
| Recs|  Packets| Bytes| Files|
Totall 382578] 2026581 | 948620676 | 1]
Pass| 382578] 2026581 | 948620676 |
Fail| 0l ol 0l |
57727

rwaddrcount’s --print-ips switch prints the IP addresses as text:

$ rwaddrcount --print-ips data.rw
sIP
10.0.0.144
10.14.203.121
10.14.203.122
10.15.6.14
12.0.101.22
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A combination of rwset and rwsetcat is the best way to handle this:

$ rwset --sip-file=stdout data.rw | rwsetcat --print-ips
10.0.0.144

10.14.203.121

10.14.203.122

10.15.6.14

12.0.101.22

Alternatively, use rwuniq and the UNIX tool cut(1) to only print the first column:

$ rwuniq --fields=sIP data.rw \

| cut -d ’|” -f 1
sIP
10.0.0.144
10.14.203.121
10.14.203.122
10.15.6.14
12.0.101.22

rwaddrcount allows you to restrict the output to bins that have a certain minimum or maximum count of
bytes, packets, or flows via --min-bytes, --max-bytes, --min-packets, --max-packets, --min-records,
and --max-records:

$ rwaddrcount --print-recs --min-byte=1024 --max-byte=2048 \
--max-records=1 data.rw

sIP|Bytes|Packets|Records| Start_Time| End_Time|
10.0.0.144| 1646]| 4| 1]12007/05/09T18:01:41|2007/05/09T18:01:41]|
10.14.203.121| 40| 1] 1]12007/05/09T18:31:54|2007/05/09T18:31:54 |
10.14.203.122] 40| 1] 1/2007/05/09T18:32:43|2007/05/09T18:32:43]|

rwuniq supports the same operations using the --bytes, --packets, and --flows switches, each of which
allows you to define a desired minimum and maximum value.

$ rwuniq --fields=sip --values=bytes,packets,records,stime,etime \
--bytes=1024-2048 --flows=1-1 data.rw

sIP|Bytes|Packets|Records| min_sTime]| max_eTime]|
10.0.0.144| 1646/ 4| 1/2007/05/09T18:01:41]2007/05/09T18:01:41]|
10.14.203.121| 40| 1] 112007/05/09T18:31:54|2007/05/09T18:31:54|
10.14.203.122]| 40| 1] 112007/05/09T18:32:43|2007/05/09T18:32:43|
ENVIRONMENT

SILK_IP_FORMAT

This environment variable is used as the value for --ip-format when that switch is not provided. Since
SiLK 3.11.0.

SILK_TIMESTAMP_FORMAT

This environment variable is used as the value for --timestamp-format when that switch is not
provided. Since SiLK 3.11.0.

24 SiLK-3.23.1



The SiLK Reference Guide rwaddrcount(1)

SILK_PAGER

When set to a non-empty string, rwaddrcount automatically invokes this program to display its
output a screen at a time. If set to an empty string, rwaddrcount does not automatically page its
output.

PAGER

When set and SILK_PAGER is not set, rwaddrcount automatically invokes this program to display
its output a screen at a time.

SILK_CLOBBER

The SiLK tools normally refuse to overwrite existing files. Setting SILK_CLOBBER to a non-empty
value removes this restriction.

SILK_CONFIG_FILE

This environment variable is used as the value for the --site-config-file when that switch is not
provided.

SILK_DATA_ROOTDIR

This environment variable specifies the root directory of data repository. As described in the FILES
section, rwaddrcount may use this environment variable when searching for the SiLK site configura-
tion file.

SILK_PATH

This environment variable gives the root of the install tree. When searching for configuration files,
rwaddrcount may use this environment variable. See the FILES section for details.

TZ

When the argument to the --timestamp-format switch includes local or when a SiLK installation
is built to use the local timezone, the value of the TZ environment variable determines the timezone
in which rwaddrcount displays timestamps. (If both of those are false, the TZ environment variable
is ignored.) If the TZ environment variable is not set, the machine’s default timezone is used. Setting
T7Z to the empty string or 0 causes timestamps to be displayed in UTC. For system information on the
TZ variable, see tzset(3) or environ(7). (To determine if SILK was built with support for the local
timezone, check the Timezone support value in the output of rwaddrcount --version.)

FILES

${SILK_CONFIG_FILE}
${SILK_DATA_ROOTDIRY} /silk.conf
/data/silk.conf

${SILK_PATH} /share/silk/silk.conf
${SILK_PATH} /share/silk.conf
/usr/local/share/silk/silk.conf
/usr/local/share/silk.conf

Possible locations for the SiLK site configuration file which are checked when the --site-config-file
switch is not provided.
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SEE ALSO

rwset(1), rwsetcat(1), rwstats(1), rwtotal(1), rwuniq(1), silk(7), tzset(3), environ(7)

NOTES

rwaddrcount only supports IPv4 addresses, and it will not be modified to support IPv6 addresses. To
produce output similar to rwaddrcount for IPv6 addresses, use rwuniq(1):

rwuniq --fields=sip --values=bytes,packets,records,stime,etime

When used in an IPv6 environment, rwaddrcount converts IPv6 flow records that contain addresses in
the ::ffff:0:0/96 prefix to IPv4 and processes them. IPv6 records having addresses outside of that prefix are
ignored.

rwaddrcount uses a fairly large hashtable to store data, but it is likely that as the amount of data expands,
the application will take more time to process data.

Similar binning of records are produced by rwstats(1), rwtotal(1), and rwuniq(1).

To generate a list of IP addresses without the volume information, use rwset(1).
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rwaggbag

Build a binary Aggregate Bag from SiLK Flow records

SYNOPSIS

rwaggbag --keys=KEY --counters=COUNTER
[--note-strip] [--note-add=TEXT] [--note-file-add=FILE]
[--invocation-strip] [--print-filenames] [--copy-input=PATH]
[--compression-method=COMP_METHOD]
[--ipv6-policy={ignore,asv4,mix,force,only}]
[--output-path=PATH]
[--site-config-file=FILENAME]
{[--xargs] | [--xargs=FILENAME] | [FILE [FILE ...]1}

rwaggbag --help
rwaggbag --help-fields

rwaggbag --version

DESCRIPTION

rwaggbag reads SiLK Flow records and builds an Aggregate Bag file. To build an Aggregate Bag from
textual input, use rwaggbagbuild(1).

An Aggregate Bag is a binary file that maps a key to a counter, where the key and the counter are both
composed of one or more fields. For example, an Aggregate Bag could contain the sum of the packet count
and the sum of the byte count for each unique source IP and source port pair.

For each SiLK flow record rwaggbag reads, it extracts the values of the fields listed in the --keys switch,
combines those fields into a key, searches for an existing bin that has that key and creates a new bin for that
key if none is found, and adds the values for each of the fields listed in the --counters switch to the bin’s
counter. Both the --keys and --counters switches are required.

rwaggbag reads SiLK Flow records from the files named on the command line or from the standard input
when no file names are specified and --xargs is not present. To read the standard input in addition to the
named files, use - or stdin as a file name. If an input file name ends in .gz, the file is uncompressed as it
is read. When the --xargs switch is provided, rwaggbag reads the names of the files to process from the
named text file or from the standard input if no file name argument is provided to the switch. The input to
--xargs must contain one file name per line.

If rwaggbag runs out of memory, it will exit immediately. The output Aggregate Bag file remains behind
with a size of 0 bytes.

To print the contents of an Aggregate Bag as text, use rwaggbagcat(1). The rwaggbagbuild(1) tool can
create an Aggregate Bag from textual input. rwaggbagtool(1) allows you to manipulate binary Aggregate
Bag files.
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OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
for options that take optional parameters.

--keys=KFEY

Create a key for binning flow records using the values of the comma-separated field(s) listed in KEY.
The field names are case-insensitive, a name may be abbreviated to its shortest unique prefix, and a
name may only be used one time. The list of available KEY fields are

sIPv4

source IP address when IPv4
sIPv6

source IP address when IPv6
dIPv4

destination IP address when IPv4
dIPv6

destination IP address when IPv6
sPort

source port for TCP or UDP, or equivalent
dPort

destination port for TCP or UDP, or equivalent
protocol

IP protocol
packets

count of packets recorded for this flow record
bytes

count of bytes recorded for this flow record
flags

bit-wise OR of TCP flags over all packets in the flow
sTime

starting time of the flow, in seconds resolution
duration

duration of the flow, in seconds resolution
eTime

ending time of the flow, in seconds resolution
sensor

numeric ID of the sensor where the flow was collected
input

router SNMP input interface or vlanld if packing tools were configured to capture it (see sen-
sor.conf(5))

output
router SNMP output interface or postVlanld
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nhIPv4
router next hop IP address when IPv4

nhIPv6

router next hop IP address when IPv6
initialFlags

TCP flags on first packet in the flow as reported by yaf(1)
sessionFlags

bit-wise OR of TCP flags over all packets in the flow except the first as reported by yaf
attributes

flow attributes set by the flow generator
application

content of the flow as reported in the applabel field of yaf
class

class of the sensor at the collection point

type
type of the sensor at the collection point

icmpType
ICMP type value for ICMP and ICMPv6 flows, 0 otherwise

icmpCode
ICMP code value for ICMP and ICMPv6 flows, 0 otherwise

scc
the country code of the source IP address. Uses the mapping file specified by the
SILK_COUNTRY_CODES environment variable or the country_codes.pmap mapping file, as de-
scribed in FILES. (See also ccfilter(3).) Since SiLK 3.19.0.

dcc

the country code of the destination IP address. See scc. Since SiLK 3.19.0.

--counters=COUNTER

Add to the bin determined by the fields in --key the values of the comma-separated field(s) listed in
COUNTER. The field names are case-insensitive, a name may be abbreviated to its shortest unique
prefix, and a name may only be used one time. The list of available COUNTER fields are

records
count of the number of flow records that match the key

sum-packets
the sum of the packet counts for flow records that match the key

sum-bytes
the sum of the byte counts for flow records that match the key

sum-duration
the sum of the durations (in seconds) for flow records that match the key

--note-strip

Do not copy the notes (annotations) from the input file(s) to the output file. When this switch is not
specified, notes from the input file(s) are copied to the output.
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--note-add=TEXT

Add the specified TEXT to the header of the output file as an annotation. This switch may be repeated
to add multiple annotations to a file. To view the annotations, use the rwfileinfo(1) tool.

--note-file-add=FILENAME

Open FILENAME and add the contents of that file to the header of the output file as an annotation.
This switch may be repeated to add multiple annotations. Currently the application makes no effort
to ensure that FILENAME contains text; be careful that you do not attempt to add a SiLK data file
as an annotation.

--invocation-strip

Do not record any command line history: do not copy the invocation history from the input files to the
output file(s), and do not record the current command line invocation in the output. The invocation
may be viewed with rwfileinfo(1).

--print-filenames

Print to the standard error the names of input files as they are opened.

--copy-input=PATH

Copy all binary SiLK Flow records read as input to the specified file or named pipe. PATH may be
stdout or - to write flows to the standard output as long as the --output-path switch is specified to
redirect rwaggbag’s output to a different location.

--output-path=PATH

Write the binary Aggregate Bag output to PATH, where PATH is a filename, a named pipe, the
keyword stderr to write the output to the standard error, or the keyword stdout or - to write the
output to the standard output. If PATH names an existing file, rwaggbag exits with an error unless
the SILK_CLOBBER environment variable is set, in which case PATH is overwritten. If this switch is
not given, the output is written to the standard output. Attempting to write the binary output to a
terminal causes rwaggbag to exit with an error.

--ipv6-policy=POLICY

Determine how IPv4 and IPv6 flows are handled when SiLK has been compiled with IPv6 support.
When the switch is not provided, the SILK_IPV6_POLICY environment variable is checked for a policy.
If it is also unset or contains an invalid policy, the POLICY is mix. When SiLLK has not been compiled
with IPv6 support, IPv6 flows are always ignored, regardless of the value passed to this switch or in
the SILK_IPV6_POLICY variable. The supported values for POLICY are:

ignore
Ignore any flow record marked as IPv6, regardless of the IP addresses it contains. Only IP
addresses contained in IPv4 flow records will be added to the Aggregate Bag.

asv4
Convert IPv6 flow records that contain addresses in the ::ffff:0:0/96 netblock (that is, IPv4-mapped
IPv6 addresses) to IPv4 and ignore all other IPv6 flow records.

mix
Process the input as a mixture of IPv4 and IPv6 flow records. When creating a bag whose key
is an IP address and the input contains IPv6 addresses outside of the ::ffff:0:0/96 netblock, this
policy is equivalent to force; otherwise it is equivalent to asv4.

force
Convert IPv4 flow records to IPv6, mapping the IPv4 addresses into the :ffff:0:0/96 netblock.
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only

Process only flow records that are marked as IPv6. Only IP addresses contained in IPv6 flow
records will be added to the Aggregate Bag.

--compression-method=COMP_METHOD

Specify the compression library to use when writing output files. If this switch is not given, the value
in the SILK_COMPRESSION_METHOD environment variable is used if the value names an available
compression method. When no compression method is specified, output to the standard output or to
named pipes is not compressed, and output to files is compressed using the default chosen when SiLK
was compiled. The valid values for COMP_METHOD are determined by which external libraries were
found when SiLK was compiled. To see the available compression methods and the default method,
use the --help or --version switch. SiLK can support the following COMP_METHOD values when
the required libraries are available.

none
Do not compress the output using an external library.

zlib
Use the zlib(3) library for compressing the output, and always compress the output regardless
of the destination. Using zlib produces the smallest output files at the cost of speed.

lzolx

Use the lzolzx algorithm from the LZO real time compression library for compression, and always
compress the output regardless of the destination. This compression provides good compression
with less memory and CPU overhead.

snappy
Use the snappy library for compression, and always compress the output regardless of the desti-
nation. This compression provides good compression with less memory and CPU overhead. Since
SiLK 3.13.0.

best
Use 1zolx if available, otherwise use snappy if available, otherwise use zlib if available. Only
compress the output when writing to a file.

--site-config-file=FILENAME
Read the SiLK site configuration from the named file FILENAME. When this switch is not provided,
rwaggbag searches for the site configuration file in the locations specified in the FILES section.

--xargs

--xargs=FILENAME
Read the names of the input files from FILENAME or from the standard input if FILENAME is not
provided. The input is expected to have one filename per line. rwaggbag opens each named file in
turn and reads records from it as if the filenames had been listed on the command line.

--help

Print the available options and exit.

--help-fields

Print the names and descriptions of the keys and counters that may be used in the --keys and --
counters switches and exit. Since SiLK 3.22.0.

--version

Print the version number and information about how SiLK was configured, then exit the application.
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EXAMPLES

In the following examples, the dollar sign ($) represents the shell prompt. The text after the dollar sign
represents the command line. Lines have been wrapped for improved readability, and the back slash (\) is
used to indicate a wrapped line.

To create an Aggregate Bag that sums the packet count for destination IPs addresses in the SiLK Flow file
data.rw:

$ rwaggbag --key=dipv6 --counter=sum-packets data.rw \
| rwaggbagcat

To sum the number of records, packet count, and byte count for all flow records

$ rwaggbag --key=dport --counter=records,sum-packets,sum-bytes \
—--output-path=dport.aggbag data.rw

To count the number of records seen for each unique source port, destination port, and protocol:

$ rwaggbag --key=sport,dport,proto --counter=records data.rw \
| rwaggbagcat

ENVIRONMENT

SILK_COUNTRY_CODES

This environment variable allows the user to specify the country code mapping file that rwaggbag
uses when mapping an IP to a country for the scc and dcc keys. The value may be a complete path
or a file relative to the SILK_PATH. See the FILES section for standard locations of this file.

SILK_IPV6_POLICY
This environment variable is used as the value for --ipv6-policy when that switch is not provided.

SILK_CLOBBER

The SiLK tools normally refuse to overwrite existing files. Setting SILK_CLOBBER to a non-empty
value removes this restriction.

SILK_COMPRESSION_METHOD

This environment variable is used as the value for --compression-method when that switch is not
provided.

SILK_CONFIG_FILE

This environment variable is used as the value for the --site-config-file when that switch is not
provided.

SILK_DATA _ROOTDIR

This environment variable specifies the root directory of data repository. As described in the FILES

section, rwaggbag may use this environment variable when searching for the SiLK site configuration
file.

SILK_PATH

This environment variable gives the root of the install tree. When searching for configuration files,
rwaggbag may use this environment variable. See the FILES section for details.
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FILES

${SILK_CONFIG_FILE}
${SILK_DATA_ROOTDIR} /silk.conf
/data/silk.conf

${SILK_PATH} /share/silk/silk.conf
${SILK_PATH} /share/silk.conf
/usr/local/share/silk/silk.conf

/usr/local/share/silk.conf

Possible locations for the SiLK site configuration file which are checked when the --site-config-file
switch is not provided.

$SILK_COUNTRY_CODES
$SILK_PATH/share/silk/country_codes.pmap
$SILK_PATH /share/country_codes.pmap
/usr/local/share/silk/country_codes.pmap

/usr/local /share/country_codes.pmap

Possible locations for the country code mapping file required by the scc and dcc keys.

NOTES

rwaggbag and the other Aggregate Bag tools were introduced in SiLK 3.15.0.

SEE ALSO

rwaggbagbuild(1), rwaggbagcat(l), rwaggbagtool(1), rwbag(1l), rwfileinfo(1), rwfilter(1),
rwnetmask(1), rwset(1), rwuniq(1), ccfilter(3), sensor.conf(5), silk(7), yaf(1), zlib(3)
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rwaggbagbuild

Create a binary aggregate bag from non-flow data

SYNOPSIS

rwaggbagbuild [--fields=FIELDS]
[--constant-field=FIELD=VALUE [--constant-field=FIELD=VALUE...]]
[--column-separator=CHAR] [--no-titles]
[--bad-input-lines=FILE] [--verbose] [--stop-on-error]
[--note-add=TEXT] [--note-file-add=FILE]
[--invocation-strip] [--compression-method=COMP_METHOD]
[--output-path=PATH] [--site-config-file=FILENAME]
{[--xargs] | [--xargs=FILENAME] | [FILE [FILE...]]}

rwaggbagbuild --help
rwaggbagbuild --help-fields

rwaggbagbuild --version

DESCRIPTION

rwaggbagbuild builds a binary Aggregate Bag file by reading one or more files containing textual input.
To build an Aggregate Bag from SiLK Flow records, use rwaggbag(1).

An Aggregate Bag is a binary file that maps a key to a counter, where the key and the counter are both
composed of one or more fields. For example, an Aggregate Bag could contain the sum of the packet count
and the sum of the byte count for each unique source IP and source port pair.

rwaggbagbuild reads its input from the files named on the command line or from the standard input when
no file names are specified, when --xargs is not present, and when the standard input is not a terminal. To
read the standard input in addition to the named files, use - or stdin as a file name. When the --xargs
switch is provided, rwaggbagbuild reads the names of the files to process from the named text file or from
the standard input if no file name argument is provided to the switch. The input to --xargs must contain
one file name per line.

The new Aggregate Bag file is written to the location specified by the --output-path switch. If it is not
provided, output is sent to the standard output when it is not connected to a terminal.

The Aggregate Bag file must have at least one field that it considers and key field and at least one field that
it considers a counter field. See the description of the --fields switch.

In general (and as detailed below), each line of the text input files becomes one entry in the Aggregate Bag
file. It is also possible to specify that each entry in the Aggregate Bag file contains additional fields, each
with a specific value. These fields are specified by the --constant-field switch whose argument is a field
name, an equals sign ('=’), and a textual representation of a value. The named field becomes one of the key
or counter fields in the Aggregate Bag file, and that field is given the specified value for each entry that is
read from an input file. See the --fields switch in the OPTIONS section for the names of the fields and the
acceptable forms of the textual input for each field.

The remainder of this section details how rwaggbagbuild processes each text input file to create an Ag-
gregate Bag file.
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When the --fields switch is specified, its argument specifies the key and counter fields that the new Aggregate
Bag file is to contain. If --fields is not specified, the first line of the first input file is expected to contain field
names, and those names determine the Aggregate Bag’s key and counter. A field name of ignore causes
rwaggbagbuild to ignore the values in that field when parsing the input.

The textual input is processed one line at a time. Comments begin with a ’#’-character and continue to the
end of the line; they are stripped from each line. After removing the comments, any line that is blank or
contains only whitespace is ignored.

All other lines must contain valid input, which is a set of fields separated by a delimiter. The default delimiter
is the virtual bar (’]’) and may be changed with the --column-separator switch. Whitespace around a
delimiter is allowed; however, using space or tab as the separator causes each space or tab character to be
treated as a field delimiter. The newline character is not a valid delimiter character since it is used to denote
records, and ’#’ is not a valid delimiter since it begins a comment.

The first line of each input file may contain delimiter-separated field names denoting in which order the fields
appear in this input file. As mentioned above, when the --fields switch is not given, the first line of the first
file determines the Aggregate Bag’s key and counter. To tell rwaggbagbuild to treat the first line of each
file as field values to be parsed, specify the --no-titles switch.

Every other line must contain delimiter-separated field values. A delimiter may follow the final field on a
line. rwaggbagbuild ignores lines that contain either too few or too many fields.

See the description of the --fields switch in the OPTIONS section for the names of the fields and the
acceptable forms of the textual input for each field.

OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
for options that take optional parameters.

--fields=FIFELDS

Specify the fields in the input files. FIELDS is a comma separated list of field names. Field names are
case-insensitive, and a name may be abbreviated to the shortest unique prefix. Other than the ignore
field, a field name may not be specified more than once. The Aggregate Bag file must have at least
one key field and at least one counter field.

The names of the fields that are considered key fields, their descriptions, and the format of the input
that each expects are:

ignore
field that rwaggbagbuild is to skip
sIPv4

source [P address, IPv4 only; either the canonical dotted-quad format or an integer from 0 to
4294967295 inclusive

dIPv4
destination IP address, IPv4 only; uses the same format as sIPv4

nhIPv4
next hop IP address, IPv4 only; uses the same format as sIPv4

any-1Pv4
a generic IPv4 address; uses the same format as sIPv4
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sIPv6
source I[P address, IPv6 only; the canonical hex-encoded format for IPv6 addresses
dIPv6
destination IP address, IPv6 only; uses the same format as sIPv6
nhIPv6
next hop IP address, IPv6 only; uses the same format as sIPv6
any-1Pv6
a generic IPv6 address; uses the same format as sIPv6
sPort
source port; an integer from 0 to 65535 inclusive
dPort
destination port; an integer from 0 to 65535 inclusive
any-port
a generic port; an integer from 0 to 65535 inclusive
protocol
IP protocol; an integer from 0 to 255 inclusive
packets
packet count; an integer from 1 to 4294967295 inclusive
bytes
byte count; an integer from 1 to 4294967295 inclusive
flags
bit-wise OR, of TCP flags over all packets; a string containing F, S, R, P, A, U, E, C in upper- or
lowercase
initialFlags
TCP flags on the first packet; uses the same form as flags
sessionFlags
bit-wise OR of TCP flags on the second through final packet; uses the same form as flags
sTime
starting time in seconds; uses the form YYYY/MM/DD[:hh[:mm[:ss[.sss]1]1]] (any fractional sec-
onds value is dropped). A T may be used in place of : to separate the day and hour fields. A
floating point value between 536870912 and 2147483647 is also allowed and is treated as seconds
since the UNIX epoch.
eTime
ending time in seconds; uses the same format as sTime
any-time
a generic time in seconds; uses the same format as sTime
duration
duration of flow; a floating point value from 0.0 to 4294967.295
sensor
sensor name or ID at the collection point; a string as given in silk.conf(5)
class

class at collection point; a string as given in silk.conf
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type

type at collection point; a string as given in silk.conf
input

router SNMP ingress interface or vlanld; an integer from 0 to 65535
output

router SNMP egress interface or postVlanld; an integer from 0 to 65535
any-snmp

a generic SNMP value; an integer from 0 to 65535

attribute
flow attributes set by the flow generator:
S
all the packets in this flow record are exactly the same size
F
flow generator saw additional packets in this flow following a packet with a FIN flag (excluding
ACK packets)
T
flow generator prematurely created a record for a long-running connection due to a timeout
or a byte-count threshold
C
flow generator created a record as a continuation of a previous record for a connection that
exceeded a timeout or byte-count threshold
application

guess as to the content of the flow; as an integer from 0 to 65535

icmpType
ICMP type; an integer from 0 to 255 inclusive

icmpCode
ICMP code; an integer from 0 to 255 inclusive

scc
the country code of the source; accepts a two character string to use as the country of the source
IP. The code is not checked for validity against the country_codes.pmap file. The code must be
ASCII and it may contain two letters, a letter followed by a number, or the string --. Since SiLK
3.19.0.

dcc
the country code of the destination. See scc. Since SiLK 3.19.0.

any-cc

a generic country code. See scc. Since SiLK 3.19.0.
custom-key
a generic key; an integer from 0 to 4294967295 inclusive

The names and descriptions of the fields that are considered counter fields are listed next. For each,
the type of input is an unsigned 64-bit number; that is, an integer from 0 to 18446744073709551615.

records
count of records that match the key

sum-packets
sum of packet counts
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sum-bytes

sum of byte counts

sum-duration

sum of duration values

custom-counter

a generic counter

--constant-field=FIFELD=VALUE

For each entry (row) read from the input file(s), insert or replace a field named FIELD and set its
value to VALUE. VALUEF is a textual representation of the field’s value as described in the description
of the --fields switch above. When FIELD is a counter field and the same key appears multiple times
in the input, VALUE is added to the counter multiple times. If a field named FIELD appears in an
input file, its value from that file is ignored. Specify the --constant-field switch multiple times to
insert multiple fields.

--column-separator=CHAR

When reading textual input, use the character CHAR as the delimiter between columns (fields) in
the input. The default column separator is the vertical pipe (’|’). rwaggbagbuild normally ignores
whitespace (space and tab) around the column separator; however, using space or tab as the separator
causes each space or tab character to be treated as a field delimiter. The newline character is not
a valid delimiter character since it is used to denote records, and '#’ is not a valid delimiter since it
begins a comment.

--bad-input-lines=FILEPATH

When parsing textual input, copy any lines than cannot be parsed to FILEPATH. The strings stdout
and stderr may be used for the standard output and standard error, respectively. Each bad line
is prepended by the name of the source input file, a colon, the line number, and a colon. On exit,
rwaggbagbuild removes FILEPATH if all input lines were successfully parsed.

--verbose

When a textual input line fails to parse, print a message to the standard error describing the problem.
When this switch is not specified, parsing failures are not reported. rwaggbagbuild continues to
process the input after printing the message. To stop processing when a parsing error occurs, use
--stop-on-error.

--stop-on-error

When a textual input line fails to parse, print a message to the standard error describing the problem
and exit the program. When this occurs, the output file contains any records successfully created prior
to reading the bad input line. The default behavior of rwaggbagbuild is to silently ignore parsing
errors. To report parsing errors and continue processing the input, use --verbose.

--no-titles

Parse the first line of the input as field values. Normally when the --fields switch is specified, rwagg-
bagbuild examines the first line to determine if the line contains the names (titles) of fields and skips
the line if it does. rwaggbagbuild exits with an error when --no-titles is given but --fields is not.

--note-add=TEXT

Add the specified TEXT to the header of the output file as an annotation. This switch may be repeated
to add multiple annotations to a file. To view the annotations, use the rwfileinfo(1) tool.
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--note-file-add=FILENAME

Open FILENAME and add the contents of that file to the header of the output file as an annotation.
This switch may be repeated to add multiple annotations. Currently the application makes no effort
to ensure that FILENAME contains text; be careful that you do not attempt to add a SiLK data file
as an annotation.

--invocation-strip

Do not record the command used to create the Aggregate Bag file in the output. When this switch
is not given, the invocation is written to the file’s header, and the invocation may be viewed with
rwfileinfo(1).

--compression-method=COMP_METHOD

Specify the compression library to use when writing output files. If this switch is not given, the value
in the SILK_.COMPRESSION_METHOD environment variable is used if the value names an available
compression method. When no compression method is specified, output to the standard output or to
named pipes is not compressed, and output to files is compressed using the default chosen when SiLK
was compiled. The valid values for COMP_METHOD are determined by which external libraries were
found when SiLK was compiled. To see the available compression methods and the default method,
use the --help or --version switch. SiLK can support the following COMP_-METHOD values when
the required libraries are available.

none
Do not compress the output using an external library.

zlib
Use the zlib(3) library for compressing the output, and always compress the output regardless
of the destination. Using zlib produces the smallest output files at the cost of speed.

lzolx

Use the lzolzx algorithm from the LZO real time compression library for compression, and always
compress the output regardless of the destination. This compression provides good compression
with less memory and CPU overhead.

snappy
Use the snappy library for compression, and always compress the output regardless of the desti-
nation. This compression provides good compression with less memory and CPU overhead.
best

Use lzolx if available, otherwise use snappy if available, otherwise use zlib if available. Only
compress the output when writing to a file.

--output-path=PATH

Write the binary Aggregate Bag output to PATH, where PATH is a filename, a named pipe, the
keyword stderr to write the output to the standard error, or the keyword stdout or - to write the
output to the standard output. If PATH names an existing file, rwaggbagbuild exits with an error
unless the SILK_CLOBBER environment variable is set, in which case PATH is overwritten. If this
switch is not given, the output is written to the standard output. Attempting to write the binary
output to a terminal causes rwaggbagbuild to exit with an error.

--site-config-file=FILENAME

Read the SiLK site configuration from the named file FILENAME. When this switch is not provided,
rwaggbagbuild searches for the site configuration file in the locations specified in the FILES section.

--xXargs
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--xargs=FILENAME

Read the names of the input files from FILENAME or from the standard input if FILENAME is not
provided. The input is expected to have one filename per line. rwaggbagbuild opens each named file
in turn and reads text from it as if the filenames had been listed on the command line.

--help

Print the available options and exit.

--help-fields

Print the names and descriptions of the keys and counters that may be used in the --fields and
--constant-field switches and exit. Since SiLK 3.22.0.

--version

Print the version number and information about how SiLK was configured, then exit the application.

EXAMPLES

In the following examples, the dollar sign ($) represents the shell prompt. The text after the dollar sign
represents the command line. Lines have been wrapped for improved readability, and the back slash (\) is
used to indicate a wrapped line.

Assume the following textual data in the file rec.txt:

dIP|dPort|  packets]| bytes|
10.245.15.175|] 80| 127 12862
192.168.251.186]29222| 131 351213
10.247.186.130] 80| 596 | 38941 |
192.168.239.224|29362| 600 404478 |
192.168.215.219] 80| 400]| 32375|
10.255.252.19]28925 | 404|  1052274]|
192.168.255.249| 80| 112 7412
10.208.7.238]29246 | 109 112977
192.168.254.127| 80| 111] 9759 |
10.218.34.108]29700 | 114 461845 |

To create an Aggregate Bag file from this data, provide the --fields switch with the names used by the
Aggregate Bag tools:

$ rwaggbagbuild --fields=dipv4,dport,sum-packets,sum-bytes \
—--output-path=ab.aggbag rec.txt

Use the rwaggbagcat(1) tool to view it:

$ rwaggbagcat ab.aggbag

dIPv4|dPort| sum-packets| sum-bytes|
10.208.7.238129246| 109| 112977
10.218.34.108129700]| 114] 461845
10.245.15.175] 80| 127] 12862
10.247.186.130]| 80| 596 | 38941 |
10.255.252.19|28925| 4041 1052274 |
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192.168.215.219| 80| 400]| 32375
192.168.239.224|29362| 600 | 404478
192.168.251.186129222]| 131] 351213
192.168.254.127| 80| 111] 9759 |
192.168.255.249| 80| 112| 7412

Create an Aggregate Bag from the destination port field and count the number of times each port appears,
ignore all fields except the dPort fields and use --constant-field to add a new field:

$ rwaggbagbuild --fields=ignore,dport,ignore,ignore \

--constant-field=record=1 \
| rwaggbagcat
dPort| records|
80| 5|
28925 | 1]
29222 1]
29246 | 1]
29362| 1]
29700 1]

Alternatively, use rwaggbagtool(1) to get the same information from the ab.aggbag file created above:

$ rwaggbagtool --select-fields=dport \
--insert-field=record=1 ab.aggbag \
| rwaggbagcat
dPort | records|
80| 5]
28925 | 1]
29222 1]
29246 | 1]
29362 1]
29700]| 1]
ENVIRONMENT

SILK_CLOBBER

The SiLK tools normally refuse to overwrite existing files. Setting SILK_CLOBBER to a non-empty
value removes this restriction.

SILK_COMPRESSION_METHOD

This environment variable is used as the value for --compression-method when that switch is not
provided.

SILK_CONFIG_FILE

This environment variable is used as the value for the --site-config-file when that switch is not
provided.

SILK_DATA _ROOTDIR

This environment variable specifies the root directory of data repository. As described in the FILES
section, rwaggbagbuild may use this environment variable when searching for the SiLK site configu-
ration file.
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SILK_PATH

This environment variable gives the root of the install tree. When searching for configuration files,
rwaggbagbuild may use this environment variable. See the FILES section for details.

FILES

${SILK_CONFIG_FILE}
${SILK_DATA_ROOTDIR} /silk.conf
/data/silk.conf

${SILK_PATH} /share/silk/silk.conf
${SILK_PATH} /share/silk.conf
/usr/local /share/silk/silk.conf
/usr/local /share/silk.conf

Possible locations for the SiLK site configuration file which are checked when the --site-config-file
switch is not provided.

SEE ALSO

rwaggbag(1), rwaggbagcat(1l), rwaggbagtool(1), rwfileinfo(1), rwset(1), rwsetbuild(1), rwset-
cat(1), rwsettool(1), ccfilter(3), silk.conf(5), silk(7), zlib(3)

NOTES

rwaggbagbuild and the other Aggregate Bag tools were introduced in SiLK 3.15.0.
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rwaggbagcat

Output a binary Aggregate Bag file as text

SYNOPSIS

rwaggbagcat [--fields=FIELDS
[--missing-field=FIELD=STRING [--missing-field=FIELD=STRING...]]]
[--timestamp-format=FORMAT] [--ip-format=FORMAT]
[--integer-sensors] [--integer-tcp-flags]
[--no-titles] [--no-columns] [--column-separator=C]
[--no-final-delimiter] [{--delimited | --delimited=C}]
[--output-path=PATH] [--pager=PAGER_PROG]
[--site-config-file=FILENAME]
[AGGBAGFILE [AGGBAGFILE...]]

rwaggbagcat --help
rwaggbagcat --help-fields

rwaggbagcat --version

DESCRIPTION

rwaggbagcat reads a binary Aggregate Bag as created by rwaggbag(1) or rwaggbagbuild(1), converts
it to text, and outputs it to the standard output, the pager, or the specified file.

As of SiLK 3.22.0, rwaggbagcat accepts a --fields switch to control the order in which the fields are printed.

rwaggbagcat reads the AGGBAGFILFESs specified on the command line; if no AGGBAGFILE arguments
are given, rwaggbagcat attempts to read an Aggregate Bag from the standard input. To read the standard
input in addition to the named files, use - or stdin as an AGGBAGFILE name. If any input does not
contain an Aggregate Bag file, rwaggbagcat prints an error to the standard error and exits abnormally.

When multiple AGGBAGFILESs are specified on the command line, each is handled individually. To process
the files as a single Aggregate Bag, use rwaggbagtool(1) to combine the Aggregate Bags and pipe the
output of rwaggbagtool into rwaggbagcat. Using --fields in this situation allows for a consistent output
across the multiple files and causes the titles to appear only once. No value is printed if --fields names a
key or counter that is not present in one of the files.

OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
for options that take optional parameters.

--fields=FIELDS

Print only the key and/or counter fields given in this comma separated list. Fields are printed in
the order given in FIFELDS, and keys and counters may appear in any order or not at all. Specifying
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--fields only changes the order in which the columns are printed, it does not re-order the entries (rows)
in the Aggregate Bag file. If FIELDS includes fields not present in an input Aggregate Bag file, prints
the string specified for that field by --missing-field or an empty value. The title line is printed only
one time even if multiple Aggregate Bag files are read.

The names of the fields that may appear in FIELDS are:

sIPv4

source IP address, IPv4 only
dIPv4

destination IP address, IPv4 only
nhIPv4

next hop IP address, IPv4 only
any-I1Pv4

a generic IPv4 address
sIPv6

source IP address, IPv6 only
dIPv6

destination IP address, IPv6 only
nhIPv6

next hop IP address, IPv6 only
any-IPv6

a generic IPv6 address
sPort

source port
dPort

destination port
any-port

a generic port
protocol

IP protocol
packets

packet count
bytes

byte count
flags

bit-wise OR of TCP flags over all packets
initialFlags

TCP flags on the first packet
sessionFlags

bit-wise OR of TCP flags on the second through final packet
sTime

starting time in seconds
eTime

ending time in seconds
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any-time
a generic time in seconds

duration
duration of flow

sensor
sensor name or ID at the collection point
class
class at collection point
type
type at collection point
input
router SNMP ingress interface or vlanld

output

router SNMP egress interface or postVlanld
any-snmp

a generic SNMP value

attribute

flow attributes set by the flow generator
application

guess as to the content of the flow
icmpType

ICMP type
icmpCode

ICMP code

scc
the country code of the source

dcc

the country code of the destination
any-cc

a generic country code

custom-key
a generic key

records
counter: count of records that match the key

sum-packets
counter: sum of packet counts

sum-bytes
counter: sum of byte counts

sum-duration
counter: sum of duration values

custom-counter

counter: a generic counter
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Since SiLK 3.22.0.

--missing-field=FIELD=STRING

When --fields is active, print STRING as the value for FIELD when FIELD is not present in the
input Aggregate Bag file. The default value is the empty string. The switch may be repeated to set
the missing value string for multiple fields. rwaggbagcat exits with an error if FIELD is not present
in --fields or if this switch is specified but --fields is not. STRING may be any string. Since SiLK
3.22.0.

--timestamp-format=FORMAT

Specify the format, timezone, and/or modifier to use when printing timestamps. When this switch is not
specified, the SILK_TIMESTAMP_FORMAT environment variable is checked for a format, timezone,
and modifier. If it is empty or contains invalid values, timestamps are printed in the default format,
and the timezone is UTC unless SiLK was compiled with local timezone support. FORMAT is a
comma-separated list of a format, a timezone, and/or a modifier. The format is one of:

default

Print the timestamps as YYYY /MM /DDThh:mm:ss.sss.
iso

Print the timestamps as YYYY-MM-DD hh:mm:ss.sss.
m/d/y

Print the timestamps as MM /DD/YYYY hh:mm:ss.sss.
epoch

Print the timestamps as the number of seconds since 00:00:00 UTC on 1970-01-01.

When a timezone is specified, it is used regardless of the default timezone support compiled into SiLK.
The timezone is one of:

utc
Use Coordinated Universal Time to print timestamps.
local

Use the TZ environment variable or the local timezone.

--ip-format=FORMAT

46

Specify how IP addresses are printed, where FORMAT is a comma-separated list of the arguments
described below. When this switch is not specified, the SILK_IP_FORMAT environment variable is
checked for a value and that format is used if it is valid. The default FORMAT is canonical.

canonical

Print IP addresses in the canonical format. If the column is IPv4, use dot-separated deci-
mal (192.0.2.1). If the column is IPv6, use colon-separated hexadecimal (2001:db8::1) or a
mixed IPv4-IPv6 representation for IPv4-mapped IPv6 addresses (the :ffff:0:0/96 netblock, e.g.,
::ff££:192.0.2.1) and IPv4-compatible IPv6 addresses (the ::/96 netblock other than ::/127,
e.g., ::192.0.2.1).

no-mixed

Print IP addresses in the canonical format (192.0.2.1 or 2001:db8: : 1) but do not used the mixed
IPv4-IPv6 representations. For example, use ::ffff:c000:201 instead of ::ffff:192.0.2.1.
Since SiLK 3.17.0.
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decimal

Print IP addresses as integers in decimal format. For example, print 192.0.2.1 and 2001:db8: :1
as 3221225985 and 42540766411282592856903984951653826561, respectively.

hexadecimal

Print TP addresses as integers in hexadecimal format. For example, print 192.0.2.1 and
2001:db8: :1 as c00000201 and 20010db8000000000000000000000001, respectively.

zero-padded

Make all IP address strings contain the same number of characters by padding
numbers with leading zeros. For example, print 192.0.2.1 and 2001:db8::1 as
192.000.002.001 and 2001:0db8:0000:0000:0000:0000:0000:0001, respectively. For
IPv6 addresses, this setting implies no-mixed, so that ::ffff:192.0.2.1 is printed as
0000:0000:0000:0000:0000:ffff:c000:0201. As of SiLK 3.17.0, may be combined with any of
the above, including decimal and hexadecimal.

The following arguments modify certain IP addresses prior to printing. These arguments may be
combined with the above formats.

map-v4
Change an IPv4 column to IPv4-mapped IPv6 addresses (addresses in the ::ffff:0:0/96 netblock)
prior to formatting. Since SiLK 3.17.0.

unmap-v6

For an IPv6 column, change any IPv4-mapped IPv6 addresses (addresses in the :ffff:0:0/96 net-
block) to IPv4 addresses prior to formatting. Since SiLK 8.17.0.

The following argument is also available:

force-ipv6
Set FORMAT to map-v4,no-mixed.
--integer-sensors
Print the integer ID of the sensor rather than its name.
--integer-tcp-flags

Print the TCP flag fields (flags, initialFlags, sessionFlags) as an integer value. Typically, the characters
F,S,R,P,A,U,E,C are used to represent the TCP flags.

--no-titles

Turn off column titles. By default, titles are printed.

--no-columns

Disable fixed-width columnar output.

--column-separator=C

Use specified character between columns and after the final column. When this switch is not specified,
the default of ’|” is used.

--no-final-delimiter

Do not print the column separator after the final column. Normally a delimiter is printed.

--delimited
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--delimited=C
Run as if --no-columns --no-final-delimiter --column-sep=C had been specified. That is, disable
fixed-width columnar output; if character C is provided, it is used as the delimiter between columns
instead of the default ’|.

--output-path=PATH

Write the textual output to PATH, where PATH is a filename, a named pipe, the keyword stderr to
write the output to the standard error, or the keyword stdout or - to write the output to the standard
output (and bypass the paging program). If PATH names an existing file, rwaggbagcat exits with
an error unless the SILK_CLOBBER environment variable is set, in which case PATH is overwritten.
If this option is not given, the output is either sent to the pager or written to the standard output.

--pager=PAGER_PROG

When output is to a terminal, invoke the program PAGER_PROG to view the output one screen full
at a time. This switch overrides the SILK_PAGER environment variable, which in turn overrides the
PAGER variable. If the --output-path switch is given or if the value of the pager is determined to
be the empty string, no paging is performed and all output is written to the terminal.

--site-config-file=FILENAME

Read the SiLK site configuration from the named file FILENAME. When this switch is not provided,
rwaggbagcat searches for the site configuration file in the locations specified in the FILES section.

--help

Print the available options and exit.

--help-fields

Print the names and descriptions of the keys and counters that may be used in the --fields and
--missing-field switches and exit. Since SiLK 3.22.0.

--version

Print the version number and information about how SiLK was configured, then exit the application.

EXAMPLES

In the following examples, the dollar sign ($) represents the shell prompt. The text after the dollar sign
represents the command line. Lines have been wrapped for improved readability, and the back slash (\) is
used to indicate a wrapped line.

The formatting switches on rwaggbagcat are similar to those on the other SiLK tools.
Creating and printing an Aggregate Bag file
First, use rwaggbag(1) to create an Aggregate Bag file from the SiLK Flow file data.rw:

$ rwaggbag --key=sport,dport --counter=sum-pack,sum-byte \
--output-path=ab.aggbag data.rw

To print the contents of the Aggregate Bag file:
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$ rwaggbagcat ab.aggbag | head -4

sPort|dPort| sum-packets| sum-bytes|
ol ol 73452| 6169968 |
0l 769 15052 842912|
ol 771 14176 793856 |

Reordering the columns

Use the --fields switch (added in SiLK 3.22.0) to control the order of the columns in the output or to select

only some columns:

$ rwaggbagcat --fields=dPort,sPort,sum-bytes ab.aggbag | head -4

dPort|sPort | sum-bytes|
ol ol 6169968 |
7691 ol 842912|
7711 ol 793856 |

The --fields switch only changes the positions of the columns. The sPort field is still the primary key in
the output shown above.

The --fields switch may also include fields that are not in the input. By default, rwaggbagcat prints an
empty value for those fields, but the --missing-field switch may be used to display any string instead. The
argument to --missing-field is FIELD=STRING where FIELD is one of the fields in --fields.

$ rwaggbagcat --fields=sipv4,proto,dport,sum-bytes \
--missing=sipv4=n/a ab.aggbag | head -4

sIPv4|pro|dPort| sum-bytes|
n/al | ol 6169968 |
n/al | 769l 842912
n/al | 771 793856 |

Using --fields with IP addresses
When creating an Aggregate Bag file with the source IP address and protocol as keys, rwaggbagcat prints
the columns in a different order depending on whether the address is treated as IPv4 or IPv6.

When the key is the source IPv4 address and the protocol, the Aggregate Bag is built with the source address
as the primary key:

$ rwaggbag --key=sipv4,proto --counter=records data.rw \
| rwaggbagcat
sIPv4|prol records|
10.4.52.235| 6| 1]
10.5.231.251| 6| 1]
10.9.77.117| 6| 1]

Reading the same file but treating the data as IPv6 results in the protocol being the primary key:

$ rwaggbag --key=sipv6,proto --counter=records data.rw \
| rwaggbagcat
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prol sIPv6| records]|
1] ::fff£:10.40.151.242] 1]
1] ::ff£f£:10.44.140.138] 1]
1] 1:ff£f£:10.53.204.62] 1]

In the latter case, the --fields may be used to display the source IPv6 address first, but the switch only
changes the positions of the columns, it does not reorder the entries (rows):

$ rwaggbag --key=sipv6,proto --counter=records data.rw \
| rwaggbagcat --fields=sipv6,proto,records
sIPv6|prol records|
::ff£f£:10.40.151.242| 1| 1]
::ff£f£:10.44.140.138| 1| 1]
::fff£:10.53.204.62| 1| 1]

Removing the columns or the title from the output

To produce comma separated data:

rwaggbagcat --delimited=, /tmp/ab.aggbag | head -4
sPort,dPort,sum-packets,sum-bytes
0,0,73452,6169968

0,769,15052,842912

0,771,14176,793856

To remove the title:

$ rwaggbagcat --no-title ab.aggbag | head -4

ol ol 73452 6169968
0l 769 15052 842912
ol 771 14176 | 793856 |
0] 2048]| 14356 | 1205904 |

Customizing the TP and timestamp format

To change the format of IP addresses:

$ rwaggbag --key=sipv4,dipv4 --counter=sum-pack,sum-byte data.rw \
| rwaggbagcat --ip-format=decimal | head -4

sIPv4| dIPv4| sum-packets| sum-bytes|
168047851 13232295339 | 255| 18260 |
168159227 3232293505 | 331] 536169 |
168381813]3232282689 | 563 55386 |

To change the format of timestamps:

$ rwaggbag --key=stime,etime --counter=sum-pack,sum-byte data.rw \
| rwaggbagcat --timestamp-format=epoch | head -4
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sTime| eTime| sum-packets| sum-bytes|
1234396802]1234396802| 2| 259
1234396802]1234398594 | 526 | 38736 |
1234396803 (1234396803 | 9| 504 |
ENVIRONMENT

SILK_IP_ FORMAT

This environment variable is used as the value for --ip-format when that switch is not provided.

SILK_TIMESTAMP _FORMAT
This environment variable is used as the value for --timestamp-format when that switch is not
provided.

SILK_CLOBBER
The SiLK tools normally refuse to overwrite existing files. Setting SILK_CLOBBER to a non-empty
value removes this restriction.

SILK_PAGER

When set to a non-empty string, rwaggbagcat automatically invokes this program to display its
output a screen at a time. If set to an empty string, rwaggbagcat does not automatically page its
output.

PAGER
When set and SILK_PAGER is not set, rwaggbagcat automatically invokes this program to display
its output a screen at a time.

SILK_CONFIG_FILE
This environment variable is used as the value for the --site-config-file when that switch is not
provided.

SILK_DATA_ROOTDIR

This environment variable specifies the root directory of data repository. As described in the FILES
section, rwaggbagcat may use this environment variable when searching for the SiLK site configura-
tion file.

SILK_PATH

This environment variable gives the root of the install tree. When searching for configuration files and
plug-ins, rwaggbagcat may use this environment variable. See the FILES section for details.

TZ

When the argument to the --timestamp-format switch includes local or when a SiLLK installation
is built to use the local timezone, the value of the TZ environment variable determines the timezone
in which rwaggbagcat displays timestamps. (If both of those are false, the TZ environment variable
is ignored.) If the TZ environment variable is not set, the machine’s default timezone is used. Setting
TZ to the empty string or 0 causes timestamps to be displayed in UTC. For system information on the
TZ variable, see tzset(3) or environ(7). (To determine if SILK was built with support for the local
timezone, check the Timezone support value in the output of rwaggbagcat --version.)
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FILES

${SILK_CONFIG_FILE}
${SILK_DATA_ROOTDIR} /silk.conf
/data/silk.conf

${SILK_PATH} /share/silk/silk.conf
${SILK_PATH} /share/silk.conf
/usr/local/share/silk/silk.conf
/usr/local/share/silk.conf

Possible locations for the SiLK site configuration file which are checked when the --site-config-file
switch is not provided.

NOTES

The --fields, --missing-field, and --help-fields switches were added in SiLK 3.22.0.
rwaggbagcat and the other Aggregate Bag tools were introduced in SiLK 3.15.0.

SEE ALSO

rwaggbag(1), rwaggbagbuild(1), rwaggbagtool(1), silk(7), tzset(3), environ(7)
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rwaggbagtool

Manipulate binary Aggregate Bag files

SYNOPSIS

rwaggbagtool

[{ --remove-fields=REMOVE_LIST | --select-fields=SELECT_LIST

| -—to-bag=BAG_KEY,BAG_COUNTER

| —-to-ipset=FIELD [--ipset-record-version=VERSION] }]
[--insert-field=FIELD=VALUE [--insert-field=FIELD2=VALUE2...]]
[{ -—add | --subtract | --divide }]
[--zero-divisor-result={error | remove | maximum | VALUE}]
[--scalar-multiply={VALUE | FIELD=VALUE}

[--scalar-multiply={VALUE | FIELD=VALUE}...]]
[--min-field=FIELD=VALUE [--min-field=FIELD=VALUE...]]
[--max-field=FIELD=VALUE [--max-field=FIELD=VALUE...]]
[--set-intersect=FIELD=FILE [--set-intersect=FIELD=FILE...]]
[--set-complement=FIELD=FILE [--set-complement=FIELD=FILE...]]
[--output-path=PATH [--modify-inplace [--backup-path=BACKUP]]]
[--note-strip] [--note-add=TEXT] [--note-file-add=FILE]
[--compression-method=COMP_METHOD]
[--site-config-file=FILENAME]
[AGGBAG_FILE [AGGBAG_FILE ...]]

rwaggbagtool —--help
rwaggbagtool --help-fields

rwaggbagtool --version

DESCRIPTION

rwaggbagtool performs operations on one or more Aggregate Bag files and creates a new Aggregate Bag
file, a new Bag file, or an new IPset file. An Aggregate Bag is a binary file that maps a key to a counter, where
the key and the counter are both composed of one or more fields. rwaggbag(1) and rwaggbagbuild(1)
are the primary tools used to create an Aggregate Bag file. rwaggbagcat(1) prints a binary Aggregate Bag
file as text.

The operations that rwaggbagtool supports are field manipulation (inserting or removing keys or counters),
adding, subtracting, and dividing counters (all files must have the same keys and counters) across multiple
Aggregate Bag files, multiplying all counters or only selected counters by a value, intersecting with an IPset,
selecting rows based on minimum and maximum values of keys and counters, and creating a new IPset or
Bag file.

rwaggbagtool processes the Aggregate Bag files listed on the command line. When no file names are
specified, rwaggbagtool attempts to read an Aggregate Bag from the standard input. To read the standard
input in addition to the named files, use - or stdin as a file name. If any input is not an Aggregate Bag
file, rwaggbagtool prints an error to the standard error and exits with an error status.
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By default, rwaggbagtool’s output is written to the standard output. Use --output-path to specify a
different location. As of SiLK 3.21.0, rwaggbagtool supports the --modify-inplace switch which correctly
handles the case when an input file is also used as the output file. That switch causes rwaggbagtool to
write the output to a temporary file first and then replace the original output file. The --backup-path
switch may be used in conjunction with --modify-inplace to set the pathname where the original output
file is copied.

OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
for options that take optional parameters.

The options are presented here in the order in which rwaggbagtool performs them: Field manipulation
switches are applied to each file when it is read; multi-file operation switches combine the Aggregate Bags
together; single-file operation switches are applied; filtering switches remove rows from the Aggregate Bag;
the result is output as an Aggregate Bag, a standard Bag, or as an IPset.

Field manipulation switches

The following switches allow modification of the fields in the Aggregate Bag file. The --remove-fields and
--select-fields switches are mutually exclusive, and they reduce the number of fields in the Aggregate Bag
input files. Those switches also conflict with --to-ipset and --to-bag which resemble field selectors. The
--insert-field switch is applied after --remove-fields or --select-fields, and it adds a field unless that field
is already present.

--remove-fields=REMOVE_LIST

Remove the fields specified in REMOVE_LIST from each of the Aggregate Bag input files, where
REMOVE_LIST is a comma-separated list of field names. This switch may include field names that
are not in an Aggregate Bag input, and those field names are ignored. If a field name is included in this
list and in a --insert-field switch, the field is given the value specified by the --insert-field switch,
and the field is included in the output Aggregate Bag file. If removing a key field produces multiple
copies of a key, the counters of those keys are merged. rwaggbagbuild exits with an error when this
switch is used with --select-fields, --to-ipset, or --to-bag.

--select-fields=SELECT_LIST

For each Aggregate Bag input file, only use the fields in SELECT_LIST, a comma-separated list of field
names. Alternatively, consider this switch as removing all fields that are not included in SELECT_LIST.
This switch may include field names that are not in an Aggregate Bag input, and those field names are
ignored. When a field name is included in this list and in a --insert-field switch, the field uses its value
from the input Aggregate Bag file if present, and it uses the value specified in the --insert-field switch
otherwise. If selecting only some key fields produces multiple copies of a key, the counters of those
keys are merged. rwaggbagbuild exits with an error when this switch is used with --remove-fields,
--to-ipset, or --to-bag.

--insert-field=FIFELD=VALUFE

For each entry read from an Aggregate Bag input file, insert a field named FIELD and set its value
to VALUE if one of the following is true: (1)the input file does not contain a field named FIELD or
(2)the input file does have a field named FIELD but it was removed by either (2a)being listed in the
--remove-fields list or (2b)not being listed in the --select-fields list. That is, this switch only inserts
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FIELD when FIELD is not present in the input Aggregate Bag, but specifying FIELD in --remove-
fields removes it from the input. VALUF is a textual representation of the field’s value as described
in the description of the --fields switch in the rwaggbagbuild(1) tool. This switch may be repeated
in order to insert multiple fields. If --to-ipset or --to-bag is specified, --insert-field may only name
a field that is an argument to that switch.

Operations on multiple Aggregate Bag files

The following operations act on multiple Aggregate Bag files. These operations require all of the Aggregate
Bag files to have the same set of key fields and counter fields. (Use the field manipulation switches to ensure
this.) The values of the keys may differ, but the set of fields that comprise the key must match. It is an
error if multiple operations are specified.

--add

Sum each of the counters for each key for all the Aggregate Bag input files. The keys in the result are
the union of the set of keys that appear in all input files. Addition operations that overflow an unsigned
64-bit value are set to the maximum (18446744073709551615). If no other operation is specified, the
add operation is the default.

--subtract

Subtract from the counters in the first Aggregate Bag file the counters in the second Aggregate Bag
file, and repeat the process for each additional Aggregate Bag file. The keys in the result are a subset
of the keys that appear in the first file: If a key does not appear in the first Aggregate Bag file, its
counters are ignored in subsequent files. If a key does not appear in the second file, its counters in the
first file are unchanged. Subtraction operations that result in a negative value are set to zero. If all
counters for a key are zero, the key does not appear in the output.

--divide

Divide the counters in first Aggregate Bag file by the second Aggregate Bag file, and repeat the process
for each additional Aggregate Bag file. The keys in the result are a subset of the keys that appear
in the first file: If a key does not appear in the first Aggregate Bag file, its counters are ignored in
subsequent files. If a key does not appear in the second file, its counters are treated as zero and the
outcome is determined by the action specified by --zero-divisor-result. That option also determines
the result when the two Aggregate Bag files have matching keys but a counter in the second bag is zero.
If --zero-divisor-result is not given, rwaggbagtool exits with error if division by zero is detected.
Since Aggregate Bag files do not support floating point numbers, the result of the division is rounded
to the nearest integer (values ending in .5 are rounded up). Since SiLK 3.22.0.

While not an operation, the next switch is related to --divide and is described here.

--zero-divisor-result={ error | remove | maximum | VALUE }

Specify how to handle division by zero in the --divide operation, which can occur either because the
first Aggregate Bag file (the dividend) contains a key that does not exist in the second file (the divisor)
or because an individual counter in the divisor is zero. The supported arguments are:

error

Causes rwaggbagtool to exit with an error. This is the default when --zero-divisor-result is
not given.

remove

Tells rwaggbagtool to remove this key from the output.
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nochange
Tells rwaggbagtool to leave the individual counter in the first Aggregate Bag unchanged.

maximum
Sets the individual counter to the maximum value supported, which is the maximum unsigned
64-bit value (18446744073709551615).

VALUE

Sets the individual counter to VALUE, which can be any unsigned 64-bit value (0 to
18446744073709551615 inclusive).

This switch has no effect when --divide is not used. Since SiLK 3.22.0.

Counter operations

The following switch modifies the counters in an Aggregate Bag file. The operation may be combined with
any of those from the previous section. This operation occurs after the above and before any filtering
operation.

--scalar-multiply=VALUFE
--scalar-multiply=FIELD=VALUE

Multiply all counter fields or one counter field by a value. If the argument is a positive integer value
(1 or greater), multiply all counters by that value. If the argument contains an equals sign, treat the
part to the left as a counter’s field name and the part to the right as the multiplier for that field:
a non-negative integer value (0 or greater). The maximum VALUE is 18446744073709551615. This
switch may be repeated; when a counter name is repeated or the all-counters form is repeated, the
final multiplier is the product of all the values. Since SiLK 3.22.0.

Filtering switches

The following switches remove entries from the Aggregate Bag file based on a field’s value. These switches
are applied immediately before the output is generated.

--min-field=FIELD=VALUFE

Remove from the Aggregate Bag file all entries where the value of the field FIELD is less than VALUE,
where VALUE is a textual representation of the field’s value as described in the description of the --
fields switch in the rwaggbagbuild(1) tool. This switch is ignored if FIELD is not present in the
Aggregate Bag. This switch may be repeated. Since SiLK 3.17.0.

--max-field=FIELD=VALUFE

Remove from the Aggregate Bag file all entries where the value of the field FIELD is greater than
VALUE, where VALUF is a textual representation of the field’s value as described in the description
of the --fields switch in the rwaggbagbuild(1) tool. This switch is ignored if FIELD is not present
in the Aggregate Bag. This switch may be repeated. Since SiLK 3.17.0.

--set-intersect=FIELD=SET_FILFE

Read an IPset from the stream SET_FILE, and remove from the Aggregate Bag file all entries where
the value of the field FIFELD is not present in the IPset. SET_FILE may be the name a file or the
string - or stdin to read the IPset from the standard input. This switch is ignored if FIELD is not
present in the Aggregate Bag. This switch may be repeated. Since SiLK 3.17.0.
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--set-complement=FIFELD=SET _FILE

Read an IPset from the stream SET_FILE, and remove from the Aggregate Bag file all entries where
the value of the field FIELD is present in the IPset. SET_FILE may be the name a file or the string
- or stdin to read the IPset from the standard input. This switch is ignored if FIELD is not present
in the Aggregate Bag. This switch may be repeated. Since SiLK 3.17.0.

Output switches

The following switches control the output.

--to-bag=BAG_KEY,BAG_COUNTER

After operating on the Aggregate Bag input files, create a (normal) Bag file from the resulting Aggregate
Bag. Use the BAG_KEY field as the key of the Bag, and the BAG.COUNTER field as the counter
of the Bag. Write the Bag to the standard output or the destination specified by --output-path.
When this switch is used, the only legal field names that may be used in the --insert-field switch are
BAG_KEY and BAG_COUNTER. rwaggbagbuild exits with an error when this switch is used with
--remove-fields, --select-fields, or --to-ipset.

--to-ipset=FIELD

After operating on the Aggregate Bag input files, create an IPset file from the resulting Aggregate
Bag by treating the values in the field named FIELD as IP addresses, inserting the IP addresses into
the IPset, and writing the IPset to the standard output or the destination specified by --output-
path. When this switch is used, the only legal field name that may be used in the --insert-field
switch is FIELD. rwaggbagbuild exits with an error when this switch is used with --remove-fields,
--select-fields, or --to-bag.

--ipset-record-version=VERSION

Specify the format of the IPset records that are written to the output when the --to-ipset switch
is used. VERSION may be 2, 3, 4, 5 or the special value 0. When the switch is not provided, the
SILK_IPSET_RECORD_VERSION environment variable is checked for a version. The default version

is 0.
0
Use the default version for an IPv4 IPset and an IPv6 IPset. Use the --help switch to see the
versions used for your SiLK installation.
2
Create a file that may hold only IPv4 addresses and is readable by all versions of SiLK.
3
Create a file that may hold IPv4 or IPv6 addresses and is readable by SiLK 3.0 and later.
4
Create a file that may hold IPv4 or IPv6 addresses and is readable by SiLK 3.7 and later. These
files are more compact that version 3 and often more compact than version 2.
5

Create a file that may hold only IPv6 addresses and is readable by SiLK 3.14 and later. When
this version is specified, IPsets containing only IPv4 addresses are written in version 4. These
files are usually more compact that version 4.
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--output-path=PATH

Write the resulting Aggregate Bag, IPset (see --to-ipset), or Bag (see --to-bag) to PATH, where
PATH is a filename, a named pipe, the keyword stderr to write the output to the standard error,
or the keyword stdout or - to write the output to the standard output. If PATH names an ex-
isting file, rwaggbagtool exits with an error unless the --modify-inplace switch is given or the
SILK_CLOBBER environment variable is set, in which case PATH is overwritten. If --output-path
is not given, the output is written to the standard output. Attempting to write the binary output to
a terminal causes rwaggbagtool to exit with an error.

--modify-inplace

Allow rwaggbagtool to overwrite an existing file and properly account for the output file (PATH)
also being an input file. When this switch is given, rwaggbagtool writes the output to a temporary
location first, then overwrites PATH. rwaggbagtool attempts to copy the permission, owner, and
group from the original file to the new file. The switch is ignored when PATH does not exist or the
output is the standard output or standard error. rwaggbagtool exits with an error when this switch
is given and PATH is not a regular file. If rwaggbagtool encounters an error or is interrupted prior
to closing the temporary file, the temporary file is removed. See also --backup-path. Since SiLK
3.21.0.

--backup-path=BACKUP

Move the file named by --output-path (PATH) to the path BACKUP immediately prior to moving
the temporary file created by --modify-inplace over PATH. If BACKUP names a directory, the file
is moved into that directory. This switch will overwrite an existing file. If PATH and BACKUP point
to the same location, the output is written to PATH and no backup is created. If BACKUP cannot
be created, the output is left in the temporary file and rwaggbagtool exits with a message and an
error. rwaggbagtool exits with an error if this switch is given without --modify-inplace. Since
SiLK 3.21.0.

--note-strip

Do not copy the notes (annotations) from the input files to the output file. Normally notes from the
input files are copied to the output.

--note-add=TEXT

Add the specified TEXT to the header of the output file as an annotation. This switch may be repeated
to add multiple annotations to a file. To view the annotations, use the rwfileinfo(1) tool.

--note-file-add=FILENAME

Open FILENAME and add the contents of that file to the header of the output file as an annotation.
This switch may be repeated to add multiple annotations. Currently the application makes no effort
to ensure that FILENAME contains text; be careful that you do not attempt to add a SiLK data file
as an annotation.

--compression-method=COMP_METHOD

o8

Specify the compression library to use when writing output files. If this switch is not given, the value
in the SILK_COMPRESSION_METHOD environment variable is used if the value names an available
compression method. When no compression method is specified, output to the standard output or to
named pipes is not compressed, and output to files is compressed using the default chosen when SiLK
was compiled. The valid values for COMP_METHOD are determined by which external libraries were
found when SiLK was compiled. To see the available compression methods and the default method,
use the --help or --version switch. SiLK can support the following COMP_-METHOD values when
the required libraries are available.
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none
Do not compress the output using an external library.

zlib
Use the zlib(3) library for compressing the output, and always compress the output regardless
of the destination. Using zlib produces the smallest output files at the cost of speed.

lzolx

Use the lzolz algorithm from the LZO real time compression library for compression, and always
compress the output regardless of the destination. This compression provides good compression
with less memory and CPU overhead.

snappy
Use the snappy library for compression, and always compress the output regardless of the desti-
nation. This compression provides good compression with less memory and CPU overhead.

best

Use lzolx if available, otherwise use snappy if available, otherwise use zlib if available. Only
compress the output when writing to a file.

Miscellaneous switches

--site-config-file=FILENAME

Read the SiLK site configuration from the named file FILENAME. When this switch is not provided,
rwaggbagtool searches for the site configuration file in the locations specified in the FILES section.

--help

Print the available options and exit.

--help-fields

Print the names and descriptions of the fields that may be used in the command line options that
require a field name. Since SiLK 3.22.0.

--version

Print the version number and information about how SiLK was configured, then exit the application.

EXAMPLES

In the following examples, the dollar sign ($) represents the shell prompt. The text after the dollar sign
represents the command line. Lines have been wrapped for improved readability, and the back slash (\) is
used to indicate a wrapped line.

Add two files

Read today’s incoming flow records by type and use rwaggbag(1) to create an Aggregate Bag file for each,
im.aggbag and inweb.aggbag, that count records using the protocol and both ports as the key. Add the
counters in the two files to create total.aggbag. Use rwaggbagcat(1) to display the result.

$ rufilter --type=in --all=- \
| rwaggbag --key=sport,dport,proto --counter=records \
--output-path=in.aggbag
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$ rwfilter --type=inweb --all=- \
| rwaggbag --key=sport,dport,proto --counter=records \
--output-path=inweb.aggbag
$ rwaggbagtool --add in.aggbag inweb.aggbag --output-path=total.aggbag
$ rwaggbagcat total.aggbag

Subtract a file

Subtract inweb.aggbag from total.aggbag.

$ rwaggbagtool --subtract total.aggbag inweb.aggbag \
| rwaggbagcat

Percent of traffic

Compute the percent of all incoming traffic per protocol and ports that was stored in the inweb type by
multiplying the counters in tnweb.aggbag by 100 and dividing by total.aggbag.

$ rwaggbagtool --scalar-multiply=100 inweb.aggbag \

| rwaggbagtool --divide stdin total.aggbag \
| rwaggbagcat

Create a file

Create an Aggregate Bag file from data.rw where the ports are the key and that sums the bytes and packets.

~

$ rwaggbag --key=sport,dport
--counter=sum-bytes,sum-packets data.rw \
--output-path=my-ab.aggbag

Choose selected fields

Using the previous file, get just the source port and byte count from the file my-ab.aggbag. One approach is
to remove the destination port and packet count.

$ rwaggbagtool --remove=dport,sum-packets my-ab.aggbag \
--output-path=source-bytes.aggbag

The other approach selects the source port and byte count.

$ rwaggbagtool --select=sport,sum-bytes my-ag.aggbag \
--output-path=source-bytes.aggbag

To replace the packet count in my-ab.aggbag with zeros, remove the field and insert it with the value you
want.

$ rwaggbagtool --remove=sum-packets --insert=sum-packets=0 \
my-ab.aggbag --output-path=zero-packets.aggbag
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Convert to different formats

To create a regular Bag with the source port and byte count from my-ab.aggbag, use the --to-bag switch:

$ rwaggbagtool --to-bag=sport,sum-bytes my-ab.aggbag \
--output-path=sport-byte.bag

The --to-ipset switch works similarly:

$ rwaggbag --key=sipv6,dipv6 --counter=records data-v6.rw \
--output-path=ips.aggbag
$ rwaggbagtool --to-ipset=dipv6 --output-path=dip.set

ENVIRONMENT

SILK_IPSET_RECORD_VERSION

This environment variable is used as the value for the --ipset-record-version when that switch is not
provided.

SILK_CLOBBER

The SiLK tools normally refuse to overwrite existing files. Setting SILK_CLOBBER to a non-empty
value removes this restriction.

SILK_COMPRESSION_METHOD

This environment variable is used as the value for --compression-method when that switch is not
provided.

SILK_CONFIG_FILE

This environment variable is used as the value for the --site-config-file when that switch is not
provided.

SILK_DATA_ROOTDIR

This environment variable specifies the root directory of data repository. As described in the FILES
section, rwaggbagtool may use this environment variable when searching for the SiLK site configu-
ration file.

SILK_PATH

This environment variable gives the root of the install tree. When searching for configuration files,
rwaggbagtool may use this environment variable. See the FILES section for details.

FILES

${SILK_CONFIG_FILE}
${SILK_DATA_ROOTDIRY} /silk.conf
/data/silk.conf

${SILK_PATH} /share /silk /silk.conf
${SILK_PATH} /share/silk.conf
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/usr/local/share/silk/silk.conf
/usr/local/share/silk.conf

Possible locations for the SiLK site configuration file which are checked when the --site-config-file
switch is not provided.

NOTES

The Aggregate Bag tools were added in SiLK 3.15.0.
SiLK 3.17.0 added the --min-field, --max-field, --set-intersect, and --set-complement switches.
Support for country codes was added in SiLK 3.19.0.

The --modify-inplace switch was added in SiLK 3.21. When --backup-path is also given, there is a small
time window when the original file does not exist: the time between moving the original file to the backup
location and moving the temporary file into place.

SEE ALSO

rwaggbag(1), rwaggbagbuild(1), rwaggbagcat(1), rwfilter(1), rwfileinfo(1), silk(7), zlib(3)
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rwappend

Append SiLK Flow file(s) to an existing SiLK Flow file

SYNOPSIS

rwappend [--create=[TEMPLATE_FILE]] [--print-statistics]
[--site-config-file=FILENAME]
TARGET_FILE SOURCE_FILE [SOURCE_FILE...]

rwappend —--help

rwappend --version

DESCRIPTION

rwappend reads SiLK Flow records from the specified SOURCE_FILEs and appends them to the TAR-
GET_FILE. If stdin is used as the name of one of the SOURCE_FILEs, SiLK flow records will be read from
the standard input.

When the TARGET_FILE does not exist and the --create switch is not provided, rwappend will exit
with an error. When --create is specified and TARGET_FILE does not exist, rwappend will create the
TARGET_FILE using the same format, version, and byte-order as the specified TEMPLATE_FILE. If no
TEMPLATE_FILE is given, the TARGET_FILE is created in the default format and version (the same
format that rwecat(1) would produce).

The TARGET_FILE must be an actual file---it cannot be a named pipe or the standard output. In addition,
the header of TARGET_FILE must not be compressed; that is, you cannot append to a file whose entire
contents has been compressed with gzip (those files normally end in the .gz extension).

OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
for options that take optional parameters.

--create

--create=TEMPLATE_FILFE

Create the TARGET_FILE if it does not exist. The file will have the same format, version, and
byte-order as the TEMPLATE_FILE if it is provided; otherwise the defaults are used. The TEM-
PLATE_FILE will NOT be appended to TARGET_FILE unless it also appears in as the name of a
SOURCE_FILE.

--print-statistics

Print to the standard error the number of records read from each SOURCE_FILE and the total number
of records appended to the TARGET_FILE.
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--site-config-file=FILENAME

Read the SiLK site configuration from the named file FILENAME. When this switch is not provided,
rwappend searches for the site configuration file in the locations specified in the FILES section.

--help

Print the available options and exit.

--version

Print the version number and information about how SiLK was configured, then exit the application.

EXAMPLES

In the following examples, the dollar sign ($) represents the shell prompt. The text after the dollar sign
represents the command line. Lines have been wrapped for improved readability, and the back slash (\) is
used to indicate a wrapped line.

Standard usage where the file to append to, results.rw, exists:
$ rwappend results.rw sample5.rw sample6.rw

To append files sample*.rw to results.rw, or to create results.rw using the same format as the first file
argument (note that samplel.rw must be repeated):

$ rwappend results.rw --create=samplel.rw \
samplel.rw sample2.rw

If results.rw does not exist, the following two commands are equivalent:
$ rwappend --create results.rw samplel.rw sample2.rw

$ rwcat samplel.rw sample2.rw > results.rw

ENVIRONMENT

SILK_CONFIG_FILE

This environment variable is used as the value for the --site-config-file when that switch is not
provided.

SILK_DATA_ROOTDIR

This environment variable specifies the root directory of data repository. As described in the FILES

section, rwappend may use this environment variable when searching for the SiLK site configuration
file.

SILK_PATH

This environment variable gives the root of the install tree. When searching for configuration files,
rwappend may use this environment variable. See the FILES section for details.
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FILES

${SILK_CONFIG_FILE}
${SILK_DATA_ROOTDIR} /silk.conf
/data/silk.conf

${SILK_PATH} /share/silk/silk.conf
${SILK_PATH} /share/silk.conf
/usr/local/share/silk/silk.conf

/usr/local/share/silk.conf

Possible locations for the SiLK site configuration file which are checked when the --site-config-file
switch is not provided.

SEE ALSO

rwcat(1), silk(7)

BUGS

When a SOURCE_FILE contains IPv6 flow records and the TARGET_FILE only supports IPv4 records,
rwappend converts IPv6 records that contain addresses in the ::ffff:0:0/96 prefix to IPv4 and writes them
to the TARGET_FILE. rwappend silently ignores IPv6 records having addresses outside of that prefix.

rwappend makes some attempts to avoid appending a file to itself (which would eventually exhaust the
disk space) by comparing the names of files it is given; it should be smarter about this.
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rwbag

Build a binary Bag from SiLK Flow records

SYNOPSIS

rwbag --bag-file=KEY,COUNTER,OUTPUTFILE
[--bag-file=KEY,COUNTER,OUTPUTFILE ...]
[{ --pmap-file=PATH | --pmap-file=MAPNAME:PATH }]
[--note-strip] [--note-add=TEXT] [--note-file-add=FILE]
[--invocation-strip] [--print-filenames] [--copy-input=PATH]
[--compression-method=COMP_METHOD]
[--ipv6-policy={ignore,asv4,mix,force,only}]
[--site-config-file=FILENAME]
{[--xargs] | [--xargs=FILENAME] | [FILE [FILE ...]11}

rwbag --help
rwbag --legacy-help
rwbag --version

LEGACY SYNOPSIS

rwbag [--sip-flows=0UTPUTFILE] [--dip-flows=0UTPUTFILE]
[--sport-f1lows=0UTPUTFILE] [--dport-flows=0UTPUTFILE]
[--proto-flows=0UTPUTFILE] [--sensor-flows=0UTPUTFILE]
[--input-flows=0UTPUTFILE] [--output-flows=0UTPUTFILE]
[--nhip-flows=0UTPUTFILE]
[--sip-packets=0UTPUTFILE] [--dip-packets=0UTPUTFILE]
[--sport-packets=0UTPUTFILE] [--dport-packets=0UTPUTFILE]
[--proto-packets=0UTPUTFILE] [--sensor-packets=0UTPUTFILE]
[--input-packets=0UTPUTFILE] [--output-packets=0UTPUTFILE]
[--nhip-packets=0UTPUTFILE]
[--sip-bytes=0UTPUTFILE] [--dip-bytes=0UTPUTFILE]
[--sport-bytes=0UTPUTFILE] [--dport-bytes=0UTPUTFILE]
[--proto-bytes=0UTPUTFILE] [--sensor-bytes=0UTPUTFILE]
[--input-bytes=0UTPUTFILE] [--output-bytes=0UTPUTFILE]
[--nhip-bytes=0UTPUTFILE]
[--note-add=TEXT] [--note-file-add=FILE]
[--print-filenames] [--copy-input=PATH]
[--compression-method=COMP_METHOD]
[--ipv6-policy={ignore,asv4,mix,force,only}]
[--site-config-file=FILENAME]
{[--xargs] | [--xargs=FILENAME] | [FILE [FILE ...]11}

DESCRIPTION

rwbag reads SiLK Flow records and builds one or more Bag files. A Bag is similar to a set but each key
is associated with a counter. Usually the key is some aspect of a flow record (an IP address, a port, the
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protocol, et cetera), and the counter is a volume (such as the number of flow records or the sum or bytes or
packets) for the flow records that match that key. A Bag file supports a single key field and a single counter
field; use the Aggregate Bag tools (e.g., rwaggbag(1)) when the key or counter contains multiple fields.

The --bag-file switch is required and it specifies how to create a Bag file. The argument to the switch names
the key field to use for the bag, the counter field, and the location where the bag file is to be written. The
switch may be repeated to create multiple Bag files.

rwbag reads SiLK Flow records from the files named on the command line or from the standard input when
no file names are specified and --xargs is not present. To read the standard input in addition to the named
files, use - or stdin as a file name. If an input file name ends in .gz, the file is uncompressed as it is read.
When the --xargs switch is provided, rwbag reads the names of the files to process from the named text
file or from the standard input if no file name argument is provided to the switch. The input to --xargs
must contain one file name per line.

If adding a value to a key would cause the value to overflow the maximum value that Bags support, the
key’s value will be set to the maximum and processing will continue. In addition, if this is the first value to
overflow in this Bag, a warning will be printed to the standard error.

If rwbag runs out of memory, it will exit immediately. The output Bag files will remain behind, each with
a size of 0 bytes.

Use rwbagcat(1) to see the contents of a bag. To create a bag from textual input or from an IPset, use
rwbagbuild(1). rwbagtool(1) allows you to manipulate binary bag files.

OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
for options that take optional parameters.

--bag-file=KEY,COUNTER,OUTPUTFILE

Bin flow records by unique KFEY, compute the COUNTER for each bin, and write the result to OUT-
PUTFILE. The list of available KEY and COUNTER values are given immediately below. OUT-
PUTFILE is the name of a non-existent file, a named pipe, or the keyword stdout or - to write the
binary Bag to the standard output. Repeat the --bag-file switch to create multiple Bag files in a
single pass over the data. Only one QUTPUTFILE may use the standard output. See LEGACY BAG
CREATION SWITCHES for deprecated methods to create Bag files. This switch or one of legacy
equivalents is required. Since SiLK 3.12.0.

rwbag supports the following names for KEY. The case of KEY is ignored.

sIPv4
source IP address, either IPv4 or IPv6

sIPv6
source I[P address, either IPv4 or IPv6

dIPv4
destination IP address, either IPv4 or IPv6

dIPv6
destination IP address, either IPv4 or IPv6

sPort
source port for TCP or UDP, or equivalent
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dPort

destination port for TCP or UDP, or equivalent
protocol

IP protocol
packets

count of packets recorded for this flow record
bytes

count of bytes recorded for this flow record
flags

bit-wise OR of TCP flags over all packets in the flow
sTime

starting time of the flow, in seconds resolution
duration

duration of the flow, in seconds resolution
eTime

ending time of the flow, in seconds resolution
sensor

numeric ID of the sensor where the flow was collected
input

router SNMP input interface or vlanld if packing tools were configured to capture it (see sen-

sor.conf(5))
output

router SNMP output interface or postVlanld
nhIPv4

router next hop IP address, either IPv4 or IPv6
nhIPv6

router next hop IP address, either IPv4 or IPv6
initialFlags

TCP flags on first packet in the flow
sessionFlags

bit-wise OR of TCP flags over all packets except the first in the flow
attributes

flow attributes set by the flow generator
application

guess as to the content of the flow
sip-country

the country code of the source IP address. Uses the mapping file specified by the
SILK_.COUNTRY_CODES environment variable or the country_codes.pmap mapping file, as de-
scribed in FILES. (See also ccfilter(3).) Since SiLK 8.12.0.

scc
an alias for sip-country

dip-country
the country code of the destination IP address
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dcc
an alias for dip-country
sip-pmap:MAPNAME
the value that the source IP address maps to in the mapping file whose map-name is MAPNAME.
The type of that prefix map must be IPv4-address or IPv6-address. Use --pmap-file to load the
mapping file and optionally set its map-name. Since the MAPNAME must be known when the
--bag-file switch is parsed, the --pmap-file switch(es) should precede the --bag-file switch(es).
dip-pmap:MAPNAME
the value that the destination IP address maps to in the mapping file whose map-name is MAP-
NAME. See sip-pmap:MAPNAME.
sport-pmap:MAPNAME
the value that the protocol/source-port pair maps to in the mapping file whose map-name is
MAPNAME. The type of that prefix map must be proto-port. Use --pmap-file to load the
mapping file and optionally set its map-name. Since the MAPNAME must be known when the
--bag-file switch is parsed, the --pmap-file switch(es) should precede the --bag-file switch(es).
dport-pmap:MAPNAME

the value that the protocol/destination-port pair maps to in the mapping file whose map-name is
MAPNAME. See sport-pmap:MAPNAME.

rwbag supports the following names for COUNTER. The case of COUNTER is ignored.

records

count of the number of flow records that match the key
flows

an alias for records
sum-packets

the sum of the packet counts for flow records that match the key
packets

an alias for sum-packets
sum-bytes

the sum of the byte counts for flow records that match the key
bytes

an alias for sum-bytes

--pmap-file=PATH

--pmap-file=MAPNAME:PATH

Load the the prefix map file from PATH for use when the key part of the argument to the --bag-file
switch is one of sip-pmap, dip-pmap, sport-pmap, or dport-pmap. Specify PATH as - or stdin to
read from the standard input. If MAPNAME is specified, it overrides the map-name contained in the
prefix map file itself. If no map-name is available, rwbag exits with an error. The switch may be
repeated to load multiple prefix map files; each file must have a unique map-name. To create a prefix
map file, use rwpmapbuild(1). Since SiLK 3.12.0.

--note-strip

Do not copy the notes (annotations) from the input files to the output file(s). When this switch is not
specified, notes from the input files are copied to the output. Since SiLK 3.12.2.
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--note-add=TEXT

Add the specified TEXT to the header of every output file as an annotation. This switch may be
repeated to add multiple annotations to a file. To view the annotations, use the rwfileinfo(1) tool.

--note-file-add=FILENAME

Open FILENAME and add the contents of that file to the header of every output file as an annotation.
This switch may be repeated to add multiple annotations. Currently the application makes no effort
to ensure that FILENAME contains text; be careful that you do not attempt to add a SiLK data file
as an annotation.

--invocation-strip

Do not record any command line history: do not copy the invocation history from the input files to the
output file(s), and do not record the current command line invocation in the output. The invocation
may be viewed with rwfileinfo(1). Since SiLK 3.12.0.

--print-filenames

Print to the standard error the names of input files as they are opened.

--copy-input=PATH

Copy all binary SiLK Flow records read as input to the specified file or named pipe. PATH may be
stdout or - to write flows to the standard output as long as no Bag file is being written there.

--ipv6-policy=POLICY

Determine how IPv4 and IPv6 flows are handled when SiLK has been compiled with IPv6 support.
When the switch is not provided, the SILK_ TPV6_POLICY environment variable is checked for a policy.
If it is also unset or contains an invalid policy, the POLICY is mix. When SiLLK has not been compiled
with IPv6 support, IPv6 flows are always ignored, regardless of the value passed to this switch or in
the SILK_IPV6_POLICY variable. The supported values for POLICY are:

ignore
Ignore any flow record marked as IPv6, regardless of the IP addresses it contains. Only IP
addresses contained in IPv4 flow records will be added to the bag(s).

asv4
Convert IPv6 flow records that contain addresses in the ::ffff:0:0/96 netblock (that is, IPv4-mapped
IPv6 addresses) to IPv4 and ignore all other IPv6 flow records.

mix
Process the input as a mixture of IPv4 and IPv6 flow records. When creating a bag whose key
is an IP address and the input contains IPv6 addresses outside of the ::ffff:0:0/96 netblock, this
policy is equivalent to force; otherwise it is equivalent to asv4.

force
Convert IPv4 flow records to IPv6, mapping the IPv4 addresses into the :ffff:0:0/96 netblock.

only

Process only flow records that are marked as IPv6. Only IP addresses contained in IPv6 flow
records will be added to the bag(s).

Regardless of the IPv6 policy, when all IPv6 addresses in the bag are in the :ffff:0:0/96 netblock,
rwbag treats them as IPv4 addresses and writes an IPv4 bag. When any other IPv6 addresses are
present in the bag, the IPv4 addresses in the bag are mapped into the :ffff:0:0/96 netblock and rwbag
writes an IPv6 bag.
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--compression-method=COMP_METHOD

Specify the compression library to use when writing output files. If this switch is not given, the value
in the SILK_COMPRESSION_METHOD environment variable is used if the value names an available
compression method. When no compression method is specified, output to the standard output or to
named pipes is not compressed, and output to files is compressed using the default chosen when SiLK
was compiled. The valid values for COMP_METHOD are determined by which external libraries were
found when SiLK was compiled. To see the available compression methods and the default method,
use the --help or --version switch. SiLK can support the following COMP_METHOD values when
the required libraries are available.

none
Do not compress the output using an external library.
zlib

Use the zlib(3) library for compressing the output, and always compress the output regardless
of the destination. Using zlib produces the smallest output files at the cost of speed.

lzolx

Use the lzolz algorithm from the LZO real time compression library for compression, and always
compress the output regardless of the destination. This compression provides good compression
with less memory and CPU overhead.

snappy
Use the snappy library for compression, and always compress the output regardless of the desti-

nation. This compression provides good compression with less memory and CPU overhead. Since
SiLK 3.13.0.

best

Use lzolx if available, otherwise use snappy if available, otherwise use zlib if available. Only
compress the output when writing to a file.

--site-config-file=FILENAME
Read the SiLK site configuration from the named file FILENAME. When this switch is not provided,
rwbag searches for the site configuration file in the locations specified in the FILES section.

--xargs

--xargs=FILENAME
Read the names of the input files from FILENAME or from the standard input if FILENAME is not

provided. The input is expected to have one filename per line. rwbag opens each named file in turn
and reads records from it as if the filenames had been listed on the command line.

--help

Print the available options and exit.

--legacy-help

Print help, including legacy switches. See the LEGACY BAG CREATION SWITCHES section below
for these switches.

--version

Print the version number and information about how SiLK was configured, then exit the application.
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LEGACY BAG CREATION SWITCHES

The following switches are deprecated as of SiLK 3.12.0. These switches may be used in conjunction with
the --bag-file switch.

--sip-lows=OQUTPUTFILE
Equivalent to --bag-file=sIPv4,records, OUTPUTFILE. Count number of flows by unique source IP.

--sip-packets=OUTPUTFILE
Equivalent to --bag-file=sIPv4,sum-packets, OUTPUTFILE. Count number of packets by unique
source IP.

--sip-bytes=QUTPUTFILE
Equivalent to --bag-file=sIPv4,sum-bytes, OUTPUTFILE. Count number of bytes by unique source
IP.

--dip-lows=OUTPUTFILFE
Equivalent to --bag-file=dIPv4,records, OUTPUTFILE. Count number of flows by unique destination
IP.

--dip-packets=OQUTPUTFILE
Equivalent to --bag-file=dIPv4,sum-packets, OUTPUTFILE. Count number of packets by unique des-
tination IP.

--dip-bytes=OUTPUTFILE
Equivalent to --bag-file=dIPv4,sum-bytes, OUTPUTFILE. Count number of bytes by unique destina-
tion IP.

--sport-lows=QUTPUTFILE
Equivalent to --bag-file=sPort,records, OUTPUTFILE. Count number of flows by unique source port.

--sport-packets=OQUTPUTFILE

Equivalent to --bag-file=sPort,sum-packets, OUTPUTFILE. Count number of packets by unique
source port.

--sport-bytes=OQUTPUTFILE
Equivalent to --bag-file=sPort,sum-bytes, OUTPUTFILE. Count number of bytes by unique source
port.

--dport-lows=OQUTPUTFILFE
Equivalent to --bag-file=dPort,records, OUTPUTFILE. Count number of flows by unique destination
port.

--dport-packets=OQUTPUTFILE
Equivalent to --bag-file=dPort,sum-packets, OUTPUTFILE. Count number of packets by unique des-
tination port.

--dport-bytes=QUTPUTFILE

Equivalent to --bag-file=dPort,sum-bytes, OUTPUTFILE. Count number of bytes by unique destina-
tion port.
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--proto-flows=OQUTPUTFILFE
Equivalent to --bag-file=protocol,records, OUTPUTFILE. Count number of flows by unique protocol.

--proto-packets=OQUTPUTFILE

Equivalent to --bag-file=protocol,sum-packets, QUTPUTFILE. Count number of packets by unique
protocol.

--proto-bytes=OUTPUTFILFE

Equivalent to --bag-file=protocol,sum-bytes, OUTPUTFILE. Count number of bytes by unique pro-
tocol.

--sensor-lows=OQUTPUTFILFE
Equivalent to --bag-file=sensor,records, OUTPUTFILE. Count number of flows by unique sensor ID.

--sensor-packets=OQUTPUTFILE

Equivalent to --bag-file=sensor,sum-packets, OUTPUTFILE. Count number of packets by unique sen-
sor ID.

--sensor-bytes=OUTPUTFILE

Equivalent to --bag-file=sensor,sum-bytes, OUTPUTFILE. Count number of bytes by unique sensor
ID.

--input-lows=OQUTPUTFILE

Equivalent to --bag-file=input,records, OUTPUTFILE. Count number of flows by unique input inter-
face index.

--input-packets=QUTPUTFILE

Equivalent to --bag-file=input,sum-packets, OUTPUTFILE. Count number of packets by unique input
interface index.

--input-bytes=OUTPUTFILE

Equivalent to --bag-file=input,sum-bytes, OUTPUTFILE. Count number of bytes by unique input
interface index.

--output-flows=OQUTPUTFILE

Equivalent to --bag-file=output,records, OUTPUTFILE. Count number of flows by unique output
interface index.

--output-packets=OQUTPUTFILE

Equivalent to --bag-file=output,sum-packets, OUTPUTFILE. Count number of packets by unique
output interface index.

--output-bytes=OQUTPUTFILE

Equivalent to --bag-file=output,sum-bytes, OUTPUTFILE. Count number of bytes by unique output
interface index.

--nhip-lows=QUTPUTFILE

Equivalent to --bag-file=nhIPv4,records, OUTPUTFILE. Count number of flows by unique next hop
IP.

--nhip-packets=OUTPUTFILFE

Equivalent to --bag-file=nhIPv4,sum-packets, OUTPUTFILE. Count number of packets by unique
next hop IP.
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--nhip-bytes=OQUTPUTFILE

Equivalent to --bag-file=nhIPv4,sum-bytes, OUTPUTFILE. Count number of bytes by unique next
hop IP.

EXAMPLES

In the following examples, the dollar sign ($) represents the shell prompt. The text after the dollar sign
represents the command line. Lines have been wrapped for improved readability, and the back slash (\) is
used to indicate a wrapped line.

Bag of Protocol:Byte

Read the SiLK Flow file data.rw and create the Bag proto-byte.bag that contains the total byte-count seen
for each protocol by using protocol as the key and sum-bytes as the counter:

$ rwbag --bag-file=protocol,sum-bytes,proto-byte.bag data.rw
Use rwbagcat(1) to view the result:

$ rwbagcat proto-byte.bag

1] 10695328 |
61 120536195111 |
171 24500079

Specify the output path as - to pass the Bag file from rwbag directly into rwbagcat.

$ rwbag --bag-file=protocol,sum-bytes,- data.rw \

| rwbagcat
1] 10695328 |
6l 120536195111 |
171 24500079 |

Compare that to this rwuniq(1) command.

$ rwuniq --field=protocol --value=bytes --sort-output data.rw

prol Bytes|
1] 10695328 |
6l 120536195111 |
171 24500079 |

One advantage of Bag files over rwuniq is that the data remains in binary form where it can be manipulated
by rwbagtool(1).
Two Bags in a Single Pass

Read records from rwfilter(1) and build Bag files sip-flow.bag and dip-flow.bag that count the number of
flows seen for each source address and for each destination address, respectively.
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$ rufilter ... --pass=stdout \
| rubag --bag-file=sipvé4,records,sip-flow.bag \
--bag-file=dipv4,records,dip-flow.bag

Using a Network Prefix

To create sip16-byte.bag that contains the number of bytes seen for each /16 found in the source address
field, use the rwnetmask(1) tool prior to feeding the input to rwbag:

$ rufilter ... --pass=stdout \
| rwnetmask --4sip-prefix-length=16 \
| rwbag --bag-file=sipv4,sum-bytes,sipl6-byte.bag

$ rubagcat sipl6-byte.bag | head -4

10.4.0.0]| 18260
10.5.0.0]| 536169
10.9.0.0]| 55386 |
10.11.0.0] 5110438 |

To print the IP addresses of an existing Bag into /16 prefixes, use the --network-structure switch of
rwbagcat(1).

$ rwfilter ... --pass=stdout \
| rwbag --bag-file=sipv4,sum-bytes,- \
| rwbagcat --network-structure=B \
| head -4
10.4.0.0/16] 18260 |
10.5.0.0/16] 536169 |
10.9.0.0/16] 55386
10.11.0.0/16| 5110438

Bag of Country Codes

As of SiLK 3.12.0, a Bag file may contain a country code as its key. Create scc-pkt.bag that sums the packet
count by country.

$ rwbag --bag-file=sip-country,sum-packets,scc-pkt.bag
$ rwbagcat scc-pkt.bag

- 840 |
all 284 |
a2| 1]
ael 8|

Bag of Prefix Map Values

rwbag and rwbagbuild(1) can use a prefix map file as the key in a Bag file as of SiLK 3.12.0. For example,
to lookup each source address in the prefix map file ip-map.pmap that maps from address to ”type of service”,
use the --pmap-file switch to specify the prefix map file, and specify the Bag’s key as sip-pmap: map-name,
where map-name is either the map-name stored in the prefix map file or a name that is provided as part of
the --pmap-file argument. (A prefix map’s map-name is available via the rwfileinfo(1) command.)
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$ rufileinfo --field=prefix-map ip-map.pmap

ip-map.pmap:
prefix-map vl: service-host
$
$ rwbag --pmap-file=ip-map.pmap \

--bag-file=sip-pmap:service-host,bytes,srvhost.bag \
data.rw

Multiple --pmap-file switches may be specified which may be useful when generating multiple Bag files in a
single invocation. On the command line, the --pmap-file switch that defines the map-name must preceded
the --bag-file where the map-name is used.

The prefix map file is not stored as part of the Bag, so you must provide the name of the prefix map when
running rwbagcat.

$ rwbagcat srvhost.bag

rwbagcat: The --pmap-file switch is required for \
Bags containing sip-pmap keys

$ rwbagcat --pmap-file=ip-map.pmap srvhost.bag

external | 59950837766 |
internall 60602999159 |
ntpl 588316

dns| 14404581 |
dhep| 2560696 |

rwbag also has support for prefix map files that map from a protocol-port pair to a label. The proto-
port.pmap file does not have a map-name so a name must be provided on the rwbag command line.

$ rwfileinfo --field=prefix-map proto-port.pmap
proto-port.pmap:

$
$ rwbag --pmap-file=srvport:proto-port.pmap \
--bag-file=sip-pmap:srvport,flows,srvport.bag \
data.rw
$ rwbagcat --pmap-file=proto-port.pmap srvport.bag | head -4
ICMP| 15622
UDP | 62216
UDP/DNS | 62216
UDP/DHCP | 15614 |
ENVIRONMENT

SILK_COUNTRY_CODES

This environment variable allows the user to specify the country code mapping file that rwbag uses
when mapping an IP to a country for the sip-country and dip-country keys. The value may be a
complete path or a file relative to the SILK_PATH. See the FILES section for standard locations of

this file.
SILK_ IPV6_POLICY

This environment variable is used as the value for --ipv6-policy when that switch is not provided.
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SILK_CLOBBER

The SiLK tools normally refuse to overwrite existing files. Setting SILK_CLOBBER to a non-empty
value removes this restriction.

SILK_COMPRESSION_METHOD

This environment variable is used as the value for --compression-method when that switch is not
provided. Since SiLK 3.13.0.

SILK_CONFIG_FILE

This environment variable is used as the value for the --site-config-file when that switch is not
provided.

SILK_DATA_ROOTDIR

This environment variable specifies the root directory of data repository. As described in the FILES
section, rwbag may use this environment variable when searching for the SiLK site configuration file.

SILK_PATH

This environment variable gives the root of the install tree. When searching for configuration files,
rwbag may use this environment variable. See the FILES section for details.

FILES

${SILK_CONFIG_FILE}
${SILK_DATA_ROOTDIRY} /silk.conf
/data/silk.conf

${SILK_PATH} /share/silk/silk.conf
${SILK_PATH} /share/silk.conf
/usr/local/share/silk/silk.conf
/usr/local /share/silk.conf

Possible locations for the SiLK site configuration file which are checked when the --site-config-file
switch is not provided.

$SILK_COUNTRY_CODES
$SILK_PATH/share/silk/country_codes.pmap
$8SILK_PATH/share/country_codes.pmap
/usr/local /share/silk/country_codes.pmap

/usr/local/share/country_codes.pmap

Possible locations for the country code mapping file required by the sip-country and dip-country
keys.

SEE ALSO

rwbagbuild(1), rwbagcat(l), rwbagtool(1l), rwaggbag(l), rwfileinfo(1), rwfilter(1), rwnet-
mask(1), rwpmapbuild(1), rwuniq(1), ccfilter(3), sensor.conf(5), silk(7), zlib(3)
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rwbagbuild

Create a binary Bag from non-flow data

SYNOPSIS

rwbagbuild { --set-input=SETFILE | --bag-input=TEXTFILE }
[--delimiter=C] [--proto-port-delimiter=C]
[--default-count=DEFAULTCOUNT]
[--key-type=FIELD_TYPE] [--counter-type=FIELD_TYPE]
[{ —-pmap-file=PATH | --pmap-file=MAPNAME:PATH }]
[--note-add=TEXT] [--note-file-add=FILE]
[--invocation-strip] [--compression-method=COMP_METHOD]
[--output-path=PATH]

rwbagbuild --help

rwbagbuild --version

DESCRIPTION

rwbagbuild builds a binary Bag file from an IPset file or from textual input. A Bag is a set of keys where
each key is associated with a counter. Usually the key is some aspect of a flow record (an IP address, a port,
the protocol, et cetera), and the counter is a volume (such as the number of flow records or the sum or bytes
or packets) for the flow records that match that key.

Either --set-input or --bag-input must be provided to specify the type and the location of the input file.
To read from the standard input, specify stdin or - as the argument to the switch.

Each occurrence of a unique key adds a counter value to the Bag file for that key, where the counter is the
value specified by --default-count, a value specified on a line in the textual input, or a fallback value of
1. If the addition causes an overflow of the maximum counter value (18446744073709551614), the counter
is set to the maximum. A message is printed to the standard error the first time an overflow condition is
detected.

SET INPUT

When creating a Bag from an IPset, the count associated with each IP address is the value specified by the
--default-count switch or 1 if the switch is not provided.

If the --key-type is sip-country, dip-country, or any-country, each IP address is mapped to its country
code using the country code mapping file (see FILES) and that key is added to the Bag file with the
--default-count value.

If the --key-type is sip-pmap, dip-pmap, or any-ip-pmap, each IP address is mapped to a value found in
the prefix map file specified in --pmap-file and that value is added to the Bag file with the --default-count
value.
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BAG (TEXTUAL) INPUT

The textual input read from the argument to the --bag-input switch is processed a line at a time. Comments
begin with a '#’-character and continue to the end of the line; they are stripped from each line. Any line that
is blank or contains only whitespace is ignored. All other lines must contain a valid key or key-counter pair;
whitespace around the key and counter is ignored. The key and counter are separated by a one-character
delimiter. The default delimiter is vertical bar (’|’); use --delimiter to specify a different delimiter.

Each line that is not ignored must begin with a key. The accepted formats of the key are described below.

When the --default-count switch is given, rwbagtool only parses the key and ignores everything on a line
to the right of the first delimiter. To re-iterate, the --default-count switch overrides any counter present
on the line.

If the delimiter is not present on a line, rwbagtool parses the key and adds the --default-count value (or
the fallback value of 1) to the Bag for that key.

When --default-count is not given, any text between the first delimiter and optional second delimiter on a
line is treated as the counter. If the counter contains only whitespace, the counter for the key is incremented
by 1; otherwise, the counter must be a (decimal) number from 0 to 18446744073709551614 inclusive. If a
second delimiter is present, it and any text that follows it is ignored.

rwbagbuild prints an error and exits when a key or counter cannot be parsed.
Format of the counter

The counter is any non-negative (decimal) integer value from 0 to 18446744073709551614 inclusive (the
maximum is one less than the maximum unsigned 64-bit value). When writing the Bag file, keys whose
counter is zero are not written to the file.

Format of the Key

The key is a 32-bit integer, an IP address, a CIDR block, a SiLK IPWildcard, or a pair of numbers when
the key-type is a protocol-port prefix map file.

For key-types that use fewer than 32-bits, rwbagbuild does not verify the validity of the key. For example,
it is possible to have 257 as a key in Bag whose key-type is protocol.

rwbagbuild parses specific key-types as follows:

sIPv4, dIPv4, nhIPv4, any-IPv4

key is an IPv4 address or a 32-bit value; key-type set to corresponding IPv6 type when an IPv6 address
is present. A CIDR block or SiLK IPWildcard representing multiple addresses adds multiple entries
to the Bag

sIPv6, dIPv6, nhIPv6, any-IPv6

key is an IPv6 address. An IPv4 address is mapped into the ::ffff:0:0/96 netblock. All keys must be
IP addresses (integers are not allowed).

flags, initialFlags, sessionFlags
key is the numeric value of the flags, 17 = FIN|ACK

sTime, eTime, any-time

key is seconds since the UNIX epoch

duration

key represents seconds
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sensor

key is the numeric sensor ID

sip-country, dip-country, any-country

key is an IP address; the country_codes.pmap prefix map file is used to map the IP to a country code
that is stored in the Bag

sip-pmap, dip-pmap, any-ip-pmap
key is an IP address; the specified --prefix-map file is used to map the IP to a value that is stored in
the Bag

sport-pmap, dport-pmap, any-port-pmap
key is comprised of two numbers separated by a delimiter: a protocol (8-bit number) and a port (16-bit
number). Those values are looked up in the specified --prefix-map file and the result is stored in the
Bag. The delimiter separating the protocol and port may be set by --proto-port-delimiter. If not
explicitly set, it is the same as the delimiter specified to --delimiter. The default delimiter is ’| .

attributes
these bits of the key are relevant, though any 32-bit value is accepted: 0x08=F, 0x10=S, 0x20=T,
0x40=C

class, type

key is treated as a number

An TP address or integer key must be expressed in one of the following formats. rwbagbuild complains if
the key field contains a mixture of IPv6 addresses and integer values.

e Dotted decimal---all 4 octets are required:
10.1.2.4
e An unsigned 32-bit integer:
167838212
e An IPv6 address in canonical format (when SiLK has been compiled with TPv6 support):

2001:db8:a:1::2:4
:fff£:10.1.2.4

e Any of the above with a CIDR designation---for dotted decimal all four octets are still required:

10.1.2.4/31
167838212/31
2001:db8:a:1::2:4/127
cffff:10.1.2.4/31

e SiLK IP wildcard notation. A SiLK TP Wildcard can represent multiple IPv4 or IPv6 addresses. An
IP Wildcard contains an IP in its canonical format, except each part of the IP (where part is an octet
for IPv4 or a hexadectet for IPv6) may be a single value, a range, a comma separated list of values
and ranges, or the letter x to signify all values for that part of the IP (that is, 0-255 for IPv4). You
may not specify a CIDR suffix when using the IP Wildcard notation.

10.x.1-2.4,5
2001:db8:a:x::1-2:4,5
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OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
for options that take optional parameters.

The first two switches control the type of input; exactly one must be provided:

--set-input=SETFILFE

Create a Bag from an IPset. SETFILFE is a filename, a named pipe, or the keyword stdin or - to
read the IPset from the standard input. Counts have a volume of 1 when the --default-count switch
is not specified. (IPsets are typically created by rwset(1) or rwsetbuild(1).)

--bag-input=TEXTFILE

Create a Bag from a delimited text file. TEXTFILF is a filename, a named pipe, or the keyword stdin
or - to read the text from the standard input. See the DESCRIPTION section for the syntax of the
TEXTFILE.

--delimiter=C

Expect the character C' between each key-counter pair in the TEXTFILE read by the --bag-input
switch. The default delimiter is the vertical pipe (°|’). The delimiter is ignored if the --set-input
switch is specified. When the delimiter is a whitespace character, any amount of whitespace may
surround and separate the key and counter. Since #’ is used to denote comments and newline is used
to denote records, neither is a valid delimiter character.

--proto-port-delimiter=C
Expect the character C' between the protocol and port that comprise a key when the --key-type is
sport-pmap, dport-pmap, or any-port-pmap. Unless this switch is specified, rwbagbuild expects the
key-counter delimiter to appear between the protocol and port.
--default-count=DEFAULTCOUNT
Override the counts of all values in the input text or IPset with the value of DEFAULTCOUNT.
DEFAULTCOUNT must be a positive integer from 1 to 18446744073709551614 inclusive.
--key-type=FIELD_TYPFE

Write a entry into the header of the Bag file that specifies the key contains FIELD_TYPE values.
When this switch is not specified, the key type of the Bag is set to custom. The FIELD_TYPE is case
insensitive. The supported FIELD_TYPFEs are:

sIPv4
source IP address, IPv4 only

dIPv4
destination IP address, IPv4 only

sPort

source port
dPort

destination port

protocol
IP protocol

SiLK-3.23.1 81



rwbagbuild (1) The SiLK Reference Guide

packets

packets, see also sum-packets
bytes

bytes, see also sum-bytes
flags

an unsigned bitwise OR of TCP flags
sTime

starting time of the flow record, seconds resolution
duration

duration of the flow record, seconds resolution
eTime

ending time of the flow record, seconds resolution
sensor

sensor 1D
input

SNMP input
output

SNMP output
nhIPv4

next hop IP address, IPv4 only
initialFlags

TCP flags on first packet in the flow
sessionF'lags

bitwise OR of TCP flags on all packets in the flow except the first
attributes

flow attributes set by the flow generator
application

guess as to the content of the flow, as set by the flow generator
class

class of the sensor
type

type of the sensor
icmpTypeCode

an encoded version of the ICMP type and code, where the type is in the upper byte and the code
is in the lower byte

sIPv6
source 1P, TPv6

dIPv6
destination IP, IPv6

nhIPv6

next hop IP, IPv6
records

count of flows
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sum-packets

sum of packet counts
sum-bytes

sum of byte counts
sum-duration

sum of duration values

any-IPv4
a generic IPv4 address

any-1Pv6
a generic IPv6 address

any-port
a generic port

any-snmp
a generic SNMP value

any-time
a generic time value, in seconds resolution

sip-country
the country code of the source IP address. For textual input, the key column must contain an IP
address or an integer. rwbagbuild maps the IP address to a country code and stores the country
code in the bag. Uses the mapping file specified by the SILK_COUNTRY_CODES environment
variable or the country_codes.pmap mapping file, as described in FILES. (See also ccfilter(3).)
Since SiLK 3.12.0.

dip-country
the country code of the destination IP. See sip-country. Since SiLK 3.12.0.

any-country
the country code of any IP address. See sip-country. Since SiLK 3.12.0.

sip-pmap
a prefix map value found from a source IP address. Maps each IP address in the key column to a
value from a prefix map file and stores the value in the bag. The type of the prefix map must be
IPv4-address or IPv4-address. Use the --pmap-file switch to specify the path to the file. Since
SiLK 8.12.0.

dip-pmap
a prefix map value found from a destination IP address. See sip-pmap. Since SiLK 3.12.0.

any-ip-pmap: PMAP_PATH
a prefix map value found from any IP address. See sip-pmap. Since SiLK 3.12.0.

sport-pmap
a prefix map value found from a protocol/source-port pair. Each key must contain two values, a
protocol and a port. Maps each protocol/port pair to a value from a prefix map file and stores
the value in the bag. The type of the prefix map must be proto-port. Use the --pmap-file switch
to specify the path to the file. Since SiLK 3.12.0.

dport-pmap
a prefix map value found from a protocol/destination-port pair. See sport-pmap. Since SiLK
3.12.0.

any-port-pmap
a prefix map value found from a protocol/port pair. See sport-pmap. Since SiLK 3.12.0.
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custom

a number

--counter-type=FIELD_TYPFE

Write a entry into the header of the Bag file that specifies the counter contains FIELD_TYPFE values.
When this switch is not specified, the counter type of the Bag is set to custom. Although the supported
FIELD_TYPFEs are the same as those for the key, the value is always treated as a number that can be
summed. rwbagbuild does not use the country code or prefix map when parsing the value field.

--pmap-file=PATH

--pmap-file=MAPNAME:PATH

When the key-type is one of sip-pmap, dip-pmap, any-ip-pmap, sport-pmap, dport-pmap, or
any-port-pmap, use the prefix map file located at PATH to map the key to a string. Specify PATH
as - or stdin to read from the standard input. A map-name may be included in the argument to
the switch, but rwbagbuild currently does not use the map-name. To create a prefix map file, use
rwpmapbuild(1). Since SiLK 3.12.0.

--note-add=TEXT

Add the specified TEXT to the header of the output file as an annotation. This switch may be repeated
to add multiple annotations to a file. To view the annotations, use the rwfileinfo(1) tool.

--note-file-add=FILENAME

Open FILENAME and add the contents of that file to the header of the output file as an annotation.
This switch may be repeated to add multiple annotations. Currently the application makes no effort
to ensure that FILENAME contains text; be careful that you do not attempt to add a SiLK data file
as an annotation.

--invocation-strip

Do not record the command used to create the Bag file in the output. When this switch is not given,
the invocation is written to the file’s header, and the invocation may be viewed with rwfileinfo(1).
Since SILK 3.12.0.

--compression-method=COMP_METHOD

Specify the compression library to use when writing output files. If this switch is not given, the value
in the SILK_COMPRESSION_METHOD environment variable is used if the value names an available
compression method. When no compression method is specified, output to the standard output or to
named pipes is not compressed, and output to files is compressed using the default chosen when SiLK
was compiled. The valid values for COMP_METHOD are determined by which external libraries were
found when SiLK was compiled. To see the available compression methods and the default method,
use the --help or --version switch. SiLK can support the following COMP_METHOD values when
the required libraries are available.

none
Do not compress the output using an external library.

zlib
Use the zlib(3) library for compressing the output, and always compress the output regardless
of the destination. Using zlib produces the smallest output files at the cost of speed.

lzolx

Use the lzolzx algorithm from the LZO real time compression library for compression, and always
compress the output regardless of the destination. This compression provides good compression
with less memory and CPU overhead.
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snappy
Use the snappy library for compression, and always compress the output regardless of the desti-
nation. This compression provides good compression with less memory and CPU overhead. Since
SiLK 3.13.0.

best
Use 1zolx if available, otherwise use snappy if available, otherwise use zlib if available. Only
compress the output when writing to a file.

--output-path=PATH
Write the binary Bag output to PATH, where PATH is a filename, a named pipe, the keyword stderr to
write the output to the standard error, or the keyword stdout or - to write the output to the standard
output. If PATH names an existing file, rwbagtool exits with an error unless the SILK_CLOBBER
environment variable is set, in which case PATH is overwritten. If this switch is not given, the output is
written to the standard output. Attempting to write the binary output to a terminal causes rwbagtool
to exit with an error.

--help

Print the available options and exit.

--version

Print the version number and information about how SiLK was configured, then exit the application.

EXAMPLES
In the following examples, the dollar sign ($) represents the shell prompt. The text after the dollar sign

represents the command line. Lines have been wrapped for improved readability, and the back slash (\) is
used to indicate a wrapped line.

Create a bag with TP addresses as keys from a text file

Assume the file mybag.tzt contains the following lines, where each line contains an IP address, a comma as
a delimiter, a count, and ends with a newline.

192.168.0.1,5
192.168.0.2,500
192.168.0.3,3
192.168.0.4,14
192.168.0.5,5

To build a bag with it:
$ rwbagbuild --bag-input=mybag.txt --delimiter=, > mybag.bag
Use rwbagcat(1) to view its contents:

$ rwbagcat mybag.bag

192.168.0.1] 5]
192.168.0.2]| 500
192.168.0.3]| 3]
192.168.0.4/| 14|
192.168.0.5| 5]
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Create a bag with protocols as keys from a text file

To create a Bag of protocol data from the text file myproto.txt:

1] 4|
6l 138]
171 131}

use

$ rwbagbuild --key-type=proto --bag-input=myproto.txt > myproto.bag
$ rwbagcat myproto.bag

1] 4|
61 138|
171 131]

When the --key-type switch is specified, rwbagcat knows the keys should be printed as integers, and
rwfileinfo(1) shows the type of the key:

$ rufileinfo --fields=bag myproto.bag
myproto.bag:
bag key: protocol @ 4 octets; counter: custom @ 8 octets

Without the --key-type switch, rwbagbuild assumes the integers in myproto.txt represent IP addresses:

$ rwbagbuild --bag-input=myproto.txt | rwbagcat

0.0.0.1]| 4]
0.0.0.6| 138]
0.0.0.17] 131]

Although the --key-format switch on rwbagcat may be used to choose how the keys are displayed, it is
generally better to use the --key-type switch when creating the bag.

$ rwbagbuild --bag-input=myproto.txt | rwbagcat --key-format=decimal 1| 4| 6] 138] 17| 131]

Create a bag and override the existing counter

To ignore the counts that exist in myproto.tzt and set the counts for each protocol to 1, use the --default-
count switch which overrides the existing value:

$ rwbagbuild --key-type=protocol --bag-input=myproto.txt \
-—default-count=1 --output-path=myprotol.bag
$ rwbagcat myprotol.bag

1] 1]
6l 11
171 1]
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Create a bag from multiple text files

To create a bag from multiple text files (X.tat, Y.txt, and Z.tat), use the UNIX cat(1) utility to concatenate
the files and have rwbagbuild read the combined input. To avoid creating a temporary file, feed the output
of cat as the standard input to rwbagbuild.

$ cat X.txt Y.txt Z.txt \
| rwbagbuild --bag-input=- --output-path=xyz.bag

For each key that appears in multiple input files, rwbagbuild sums the counters for the key.

Create a bag with TP addresses as keys from an IPset file
Given the IP set myset.set, create a bag where every entry in the bag has a count of 3:

$ rwbagbuild --set-input=myset.set --default-count=3 \
--out=mybag2.bag

Create a bag from multiple IPset files
Suppose we have three IPset files, A.set, B.set, and C.set:

$ rwsetcat A.set
10.0.0.1
10.0.0.2
$ rwsetcat B.set
10.0.0.2
10.0.0.3
$ rwsetcat C.set
10.0.0.1
10.0.0.2
10.0.0.4

We want to create a bag file from these IPset files where the count for each IP address is the number of files
that IP appears in. rwbagbuild accepts a single file as an argument, so we cannot do the following:

$ rwbagbuild --set-input=A.set --set-input=B.set ... # WRONG!

(Even if we could repeat the --set-input switch, specifying it multiple times would be annoying if we had
300 files instead of only 3.)

Since IPset files are (mathematical) sets, joining them together first with rwsettool(1) and then running
rwbagbuild causes each IP address to get a count of 1:

$ rwsettool --union A.set B.set C.set \

| rwbagbuild --set-input=- \
| rwbagcat
10.0.0.1| 1]
10.0.0.2| 1]
10.0.0.3| 1]
10.0.0.4| 1]
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When rwbagbuild is processing textual input, it sums the counters for keys that appear in the input
multiple times. We can use rwsetcat(1) to convert each IPset file to text and feed that as single textual
stream to rwbagbuild. Use the --cidr-blocks switch on rwsetcat to reduce the amount of input that
rwbagbuild must process. This is probably the best approach to the problem:

$ rusetcat --cidr-block *.set | rwbagbuild --bag-input=- > totall.bag
$ rwbagcat totall.bag

10.0.0.1/| 2|
10.0.0.2| 3|
10.0.0.3| 1]
10.0.0.4/| 1]

A less efficient solution is to convert each IPset to a bag and then use rwbagtool(1) to add the bags
together:

$ for i in *.set ; do
rwbagbuild --set-input=$i --output-path=/tmp/$i.bag ;
done
$ rwbagtool --add /tmp/*.set.bag > total2.bag
$ rm /tmp/*.set.bag

There is no need to create a bag file for each IPset; we can get by with only two bag files, the final bag
file, total3.bag, and a temporary file, tmp.bag. We initialize total3.bag to an empty bag. As we loop over
each IPset, rwbagbuild converts the IPset to a bag on its standard output, rwbagtool creates tmp.bag by
adding its standard input to total3.bag, and we rename tmp.bag to total3.bag:

$ rwbagbuild --bag-input=/dev/null --output-path=total3.bag

$ for i in *.set ; do
rwbagbuild --set-input=$i \
| rwbagtool --output-path=tmp.bag --add total3.bag stdin ;
/bin/mv tmp.bag total3.bag ;

done
$ rwbagcat total3.bag
10.0.0.1/| 2|
10.0.0.2| 3|
10.0.0.3] 1l
10.0.0.4| 1]

Create a bag where the key is the country code

As of SiLK 3.12.0, a Bag file may contain a country code as its key. In rwbagbuild, specify the --key-type
as sip-country, dip-country, or any-country. That key-type works with either textual input or IPset
input. The form of the textual input when mapping an IP address to a country code is identical to that
when building an ordinary bag.

$ rwbagbuild --bag-input=mybag.txt --delimiter=, \
--key-type=any-country --output-path=sccl.bag

$ rwbagcat sccl.bag

- 5271
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$ rwbagbuild --set-input=A.set --key-type=any-country \
—--output-path=scc2.bag

$ rwbagcat scc2.bag

- 2|

Create a bag using a prefix map value as the key

rwbagbuild and rwbag(1) can use a prefix map file as the key in a Bag file as of SiLK 3.12.0. Use the
--pmap-file switch to specify the prefix map file, and specify the --key-type using one of the types that
end in -pmap.

For a prefix map that maps by IP addresses, use a key-type of sip-pmap, dip-pmap, or any-ip-pmap. The
input may be an IPset or text. The form of the textual input is the same as for a normal bag file.

$ rwbagbuild --set-input=A.set --key-type=sip-pmap \
--pmap-file=ip-map.pmap --output=testl.bag

$ rwbagbuild --bag-input=mybag.txt --delimiter=, \
--key-type=sip-pmap --pmap-file=ip-map.pmap \
--output-path=test2.bag

The prefix map file is not stored as part of the Bag, so you must provide the name of the prefix map when
running rwbagcat(1).

$ rwbagcat --pmap-file=ip-map.pmap test2.bag
internall 527 |

For a prefix map file that maps by protocol-port pairs, the textual input must contain either three column
(protocol, port, counter) or two columns (protocol and port) which uses the --default-counter.

$ cat proto-port-count.txt

61 25| 800|

6|1 80| 5642|

6] 22

$ rwbagbuild --key-type=sport-pmap \

--bag-input=proto-port-count.txt
--pmap-file=proto-port-map.pmap
--output-path=service.bag

$ rwbagcat --pmap-file=port-map.pmap service.bag

= -

TCP/SSH]| 1l
TCP/SMTP| 800
TCP/HTTP| 5642|

Delimiter examples

A single value followed by an optional delimiter is treated as a key. The counter for those keys is set to 1.
A delimiter may follow the count, and any text after that delimiter is ignored. When the counter is 0, the
key is not inserted into the Bag.
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$ cat sport.txt

0
1]
213
45|
61718
o101l
1110
$ rwbagbuild --bag-input=sport
| rwbagcat
ol
1]
2|
4|
6l
9l 1

.txt --key-type=sport \

1]
1]
3]
5]
71
ol

The --default-counter switch overrides the count.

$ rwbagbuild --bag-input=sport
| rwbagcat
0l
1]
2|
4|
6l
9l
11]

.txt --key-type=sport --default-count=1 \

1]
1|
1]
1|
1]
1]
1|

In fact, the --default-counter switch causes rwbagbuild to ignore all text after the delimiter that follows

the key.

$ echo ’12(|13 14’ | rwbagbuild --bag-input=- --output=/dev/null

rwbagbuild: Error parsing line

1: Extra text after count

rwbagbuild: Error creating bag from text bag

$ echo ’12[13 14’ | rwbagbuild --bag-input=- --default-count=1 \

1]

| rwbagcat --key-format=decimal
12]
ENVIRONMENT

SILK_COUNTRY_CODES

This environment variable allows the user to specify the country code mapping file that rwbagbuild
uses when mapping an IP to a country for the sip-country, dip-country, or any-country keys. The
value may be a complete path or a file relative to the SILK_PATH. See the FILES section for standard

locations of this file.

SILK_CLOBBER

The SiLK tools normally refuse to overwrite existing files. Setting SILK_CLOBBER to a non-empty

value removes this restriction.
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SILK_COMPRESSION_METHOD

This environment variable is used as the value for --compression-method when that switch is not
provided. Since SiLK 3.13.0.

SILK_PATH

This environment variable gives the root of the install tree. When searching for the country code
mapping file, rwbagbuild may use this environment variable. See the FILES section for details.

FILES

$SILK_COUNTRY_CODES
$SILK_PATH/share/silk/country_codes.pmap
$8SILK PATH /share/country_codes.pmap
/usr/local /share/silk/country_codes.pmap

/usr/local /share/country_codes.pmap

Possible locations for the country code mapping file required by the sip-country, dip-country, and
any-country key-types.

SEE ALSO

rwbag(1), rwbagcat(1), rwbagtool(1), rwfileinfo(1), rwpmapbuild(1), rwset(1), rwsetbuild(1),
rwsetcat (1), rwsettool(1), ccfilter(3), silk(7), zlib(3), cat(1)

BUGS

rwbagbuild should verify the key’s value is within the allowed range for the specified --key-type.
rwbagbuild should accept non-numeric values for some fields, such as times and TCP flags.

The --default-count switch is poorly named.
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rwbagcat

Output a binary Bag file as text

SYNOPSIS

rwbagcat [ --network-structure[=STRUCTURE] | --bin-ips[=SCALE]
| --sort-counters[=0RDER] ]

[--print-statistics[=0UTFILE]]
[--minkey=VALUE] [--maxkey=VALUE] [--mask-set=PATH]
[--mincounter=VALUE] [--maxcounter=VALUE] [--zero-counts]
[{ --pmap-file=PATH | --pmap-file=MAPNAME:PATH }]
[--key-format=FORMAT] [--integer-keys] [--zero-pad-ips]
[--no-columns] [--column-separator=C]
[--no-final-delimiter] [{--delimited | --delimited=C}]
[--output-path=PATH] [--pager=PAGER_PROG]
[--site-config-file=FILENAME]
[BAGFILE [BAGFILE...]]

rwbagcat --help

rwbagcat --version

DESCRIPTION

rwbagcat reads a binary Bag as created by rwbag(1) or rwbagbuild(1), converts it to text, and writes it
to the standard output, to the pager, or to the specified output file. It can also print various statistics and
summary information about the Bag.

As of SiLK 3.12.0, rwbagcat uses information in the Bag file’s header to determine how to display the key
column.

e A key that is an IP address is printed in the canonical format. Specifically, IPs are printed in the
IPv4 canonical format if the Bag contains only IPv4 addresses; otherwise, in the IPv6 canonical format
(with TPv4 mapped into the ::ffff:0:0/96 netblock). May be modified by --key-format.

A key that is a time is printed as a human-readable timestamp. May be modified by --key-format.

A sensor key prints the name of the sensor. The decimal and hexadecimal arguments to --key-format
may be used.

A key holding TCP Flags is printed using the characters F,S,R,P,A,U,E,C. The decimal and
hexadecimal arguments to --key-format may be used.

A key holding SiLK attributes is printed using the characters T,C,F,S. The decimal and hexadecimal
arguments to --key-format may be used.

A country code key uses the abbreviations defined by ISO 3166-1 (see for example https://www.iso.
org/iso-3166-country-codes.html or https://en.wikipedia.org/wiki/ISO_3166-1_alpha-2) or the follow-
ing special codes: -- N/A (e.g. private and experimental reserved addresses); al anonymous proxy; a2
satellite provider; ol other.
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e A key holding a value from prefix map requires that the --pmap-file switch be specified to display the
value.

In addition, rwbagcat exits with an error when asked to use an IP format to display keys that are not IP
addresses.

rwbagcat reads the BAGFILEs specified on the command line; if no BAGFILE arguments are given,
rwbagcat attempts to read the Bag from the standard input. BAGFILE may be the keyword stdin or a
hyphen (-) to allow rwbagcat to print data from both files and piped input. If any input does not contain
a Bag, rwbagcat prints an error to the standard error and exits abnormally.

When multiple BAGFILEs are specified on the command line, each is handled individually. To process
the files as a single Bag, use rwbagtool(1) to combine the bags and pipe the output of rwbagtool into
rwbagcat.

OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
for options that take optional parameters.

--network-structure

--network-structure=STRUCTURE

For each numeric value in STRUCTURE, group the IPs in the Bag into a netblock of that size and print
the number of hosts, the sum of the counters, and, optionally, print the number of smaller, occupied
netblocks that each larger netblock contains. When STRUCTURE begins with v6:, the IPs in the
Bag are treated as IPv6 addresses, and any IPv4 addresses are mapped into the ::ffff:0:0/96 netblock.
Otherwise, the IPs are treated as IPv4 addresses, and any IPv6 address outside the ::ffff:0:0/96 netblock
is ignored. Aside from the initial v6: (or v4:, for consistency), STRUCTURE has one of following
forms:

1. NETBLOCK_LIST/SUMMARY_LIST. Group IPs into the sizes specified in either NET-
BLOCK_LIST or SUMMARY_LIST. rwbagcat prints a row for each occupied netblock specified
in NETBLOCK_LIST, where the row lists the base IP of the netblock, the sum of the counters for
that netblock, the number of hosts, and the number of smaller, occupied netblocks having a size
that appears in either NETBLOCK_LIST or SUMMARY_LIST. (The values in SUMMARY_LIST
are only summarized; they are not printed.)

2. NETBLOCK_LIST/. Similar to the first form, except all occupied netblocks are printed, and
there are no netblocks that are only summarized.

3. NETBLOCK_LISTS. When the character S appears anywhere in the NETBLOCK_LIST, rw-
bagcat provides a default value for the SUMMARY_LIST. That default is 8,16,24,27 for 1Pv4,
and 48,64 for IPv6.

4. NETBLOCK_LIST. When neither S nor / appear in STRUCTURE, the output does not include
the number of smaller, occupied netblocks.

5. Empty. When STRUCTURE is empty or only contains v6: or v4:, the NETBLOCK_LIST prints
a single row for the total network (the /0 netblock) giving the number of hosts, the sum of the
counters, and the number of smaller, occupied netblocks using the same default list specified in
form 3.
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NETBLOCK_LIST and SUMMARY_LIST contain a comma separated list of numbers between 0 (the
total network) and the size for an individual host (32 for IPv4 or 128 for IPv6). The characters T and H
may be used as aliases for 0 and the host netblock, respectively. In addition, when parsing the lists as
IPv4 netblocks, the characters A, B, C, and X are supported as aliases for 8, 16, 24, and 27, respectively.
A comma is not required between adjacent letters. The --network-structure switch disables printing
of the IPs in the Bag file; specify the H argument to the switch to print each individual IP address and
its counter.

The --network-structure switch may not be combined with the --bin-ips or --sort-counters
switches. As of SiLK 3.12.0, rwbagcat exits with an error if the --network-structure switch is
used on a Bag file whose key-type is neither custom nor an IP address type.

--bin-ips

--bin-ips=SCALE

Invert the bag and count the total number of unique keys for a given value of the volume bin. For
example, turn a Bag {sip:flow} into {flow:count(sip)}. SCALF is a string containing the value linear,
binary, or decimal.

e The default behavior is 1inear: Each distinct counter gets its own bin. Any counter in the input
Bag file that is larger than the maximum possible key will be attributed to the maximum key;
to prevent this, specify ——maxcounter=4294967295 which discards bins whose counter value does
not fit into a key.

e binary creates a bag of {log2(flow):count(sip)}. Bin n contains counts in the range
[ 2°n, 2" (n+1) ).

e decimal creates one hundred bins for each counter in the range [1,100), and one hundred bins for
each counter in the range [100,1000), each counter in the range [1000,10000), etc. Counters are
logarithmically distributed among the bins.

The --bin-ips switch may not be combined with the --network-structure or --sort-counters
switches. See also the --invert switch on rwbagtool(1) which inverts a bag using a linear scale
and creates a new binary bag file.

--sort-counters

--sort-counters=ORDER

Sort the output so the counters are presented in either decreasing or increasing order. Typically the
output is sorted by the keys. If the ORDER argument is not given to the switch, the counters are
printed in decreasing order. Valid values for ORDER are

decreasing
Print the maximum counter first. This is the default.

increasing

Print the minimum counter first.

When two counters have the same value, the smaller key is displayed first. The --sort-counters switch
may not be combined with the --network-structure or --bin-ips switches. Since SiLK 3.12.2.

--print-statistics

--print-statistics=OQUTFILE

Print a breakdown of the network hosts seen, and print general statistics about the keys and counters.
When --print-statistics is specified, no other output is produced unless one of --sort-counters, --
network-structure, or --bin-ips is also specified. When the OUTFILE argument is not given, the
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statistics are written to the standard output or to the pager if output is to a terminal. OUTFILE is a
filename, named pipe, the keyword stderr to write to the standard error, or the keyword stdout or
- to write to the standard output. If OUTFILE names an existing file, rwbagcat exits with an error
unless the SILK_CLOBBER environment variable is set, in which case OUTFILFE is overwritten. The
output statistics produced by this switch are:

e count of unique keys

e sum of all the counters

e minimum key

e maximum key

e minimum counter

e maximum counter

e mean of counters

e variance of counters

e standard deviation of counters
e skew of counters

e kurtosis of counters

e count of nodes allocated

e total bytes allocated for nodes
e count of leaves allocated

e total bytes allocated for leaves

e density of the data

--minkey=VALUFE
Output records whose key value is at least VALUE. VALUE may be an IP address or an integer in the
range 0 to 4294967295 inclusive. The default is to print all records with a non-zero counter.
--maxkey=VALUE
Output records whose key value is not more than VALUE. VALUE may be an IP address or an integer
in the range 0 to 4294967295 inclusive. The default is to print all records with a non-zero counter.
--mask-set=PATH

Output records whose key appears in the binary IPset read from the file PATH. (To build an IPset, use
rwset(1) or rwsetbuild(1).) When used with --minkey and/or --maxkey, output records whose
key is in the IPset and is also within when the specified range. As of SiLK 3.12.0, rwbagcat exits
with an error if the --mask-set switch is used on a Bag file whose key-type is neither custom nor an
IP address type.

--mincounter=VALUE

Output records whose counter value is at least VALUE. VALUE is an integer in the range 1 to
18446744073709551615. The default is to print all records with a non-zero counter; use --zero-counts
to show records whose counter is 0.

--maxcounter=VALUFE

Output records whose counter value is not more than VALUE. VALUF is an integer in the range 1 to
18446744073709551615, with the default being the maximum counter value.

SiLK-3.23.1 95



rwbagcat(1) The SiLK Reference Guide

--zero-counts

Print keys whose counter is zero. Normally, keys with a counter of zero are suppressed since all keys
have a default counter of zero. In order to use this flag, either --mask-set or both --minkey and
--maxkey must be specified. When this switch is specified, any counter limit explicitly set by the
--maxcounter switch is also applied.

--pmap-file=PATH

--pmap-file=MAPNAME:PATH

Use the prefix map file located at PATH to map the key to a string when the type of the Bag’s key is
one of sip-pmap, dip-pmap, any-ip-pmap, sport-pmap, dport-pmap, or any-port-pmap. This switch
is required for Bag files whose key was derived from a prefix map file. The type of the prefix map file
must match the key’s type, but a different prefix map file may be used. Specify PATH as - or stdin
to read from the standard input. A map-name may be included in the argument to the switch, but
rwbagcat currently does not use the map-name. To create a prefix map file, use rwpmapbuild(1).
Since SiLK 3.12.0.

--key-format=FORMAT

Specify the format to use when printing a key, where FORMAT is a comma-separated list of the
arguments described below. When this switch is not specified, rwbagcat uses the key’s type to
determine how to format the key, and a key whose type is unknown or custom is assumed to be an IP
address. rwbagcat exits with an error if the specified format is incompatible with the key’s type (for
example, attempting to format a timestamp as an IP address).

decimal

Print keys as integers in decimal format. For example, print 192.0.2.1 and 2001:db8::1 as
3221225985 and 42540766411282592856903984951653826561, respectively. May be combined
with zero-padded and either map-v4 or unmap-v6. rwbagcat exits with an error when this
format is used on a Bag file whose key-type is a timestamp.

hexadecimal

Print keys as integers in hexadecimal format. For example, print 192.0.2.1 and 2001:db8::1
as ¢00000201 and 20010db8000000000000000000000001, respectively. May be combined with
zero-padded and either map-v4 or unmap-v6. rwbagcat exits with an error when this format is
used on a Bag file whose key-type is a timestamp. Note: This setting does not apply to CIDR
prefix values which are printed as decimal.

canonical

Print keys as IP addresses in the canonical format. If the key is an IPv4 address, use dotted decimal
(192.0.2.1). If the key is an IPv6 address, use colon-separated hexadecimal (2001:db8::1) or a
mixed IPv4-IPv6 representation for IPv4d-mapped IPv6 addresses (the ::ffff:0:0/96 netblock, e.g.,
1 ff££:192.0.2.1) and IPv4-compatible IPv6 addresses (the ::/96 netblock other than ::/127,
e.g., ::192.0.2.1). May be combined with zero-padded and either map-v4 or unmap-v6. As of
SiLK 3.12.0, rwbagcat exits with an error when this format is used on a Bag file whose key-type
is neither custom nor an IP address type.

no-mixed
Print keys as IP addresses in the canonical format (192.0.2.1 or 2001:db8::1) but do not
used the mixed IPv4-IPv6 representations. For example, use ::ffff:c000:201 instead of
::ff£f£:192.0.2.1. May be combined with zero-padded and either map-v4 or unmap-v6. rw-
bagcat exits with an error when this format is used on a Bag file whose key-type is neither custom
nor an IP address type. Since SiLK 3.17.0.
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map-v4
When the Bag’s key is an IPv4 address, change all IPv4 addresses to IPv4-mapped IPv6 addresses
(addresses in the ::ffff:0:0/96 netblock) prior to formatting. May be combined with one of the
above settings. rwbagcat exits with an error when this format is used on a Bag file whose
key-type is neither custom nor an IP address type. Since SiLK 3.17.0.

unmap-v6
When the Bag’s key is an IPv6 address, change any IPv4-mapped IPv6 addresses (addresses in
the ::ffff:0:0/96 netblock) to IPv4 addresses prior to formatting. May be combined with any one
of the above settings except map-v4. rwbagcat exits with an error when this format is used on
a Bag file whose key-type is neither custom nor an IP address type. Since SiLK 3.17.0.

zero-padded
Make all formatted key strings contain the same number of characters by padding
numbers with leading zeros. For example, print 192.0.2.1 and 2001:db8::1 as
192.000.002.001 and 2001:0db8:0000:0000:0000:0000:0000:0001, respectively. For
IPv6 addresses, this setting implies no-mixed, so that ::ffff:192.0.2.1 is printed as
0000:0000:0000:0000:0000:ffff:c000:0201. As of SiLK 3.17.0, may be combined with any of
the above, including decimal and hexadecimal. As of SiLK 3.18.0, the values of CIDR, prefix
are also zero-padded. rwbagcat exits with an error when this format is used on a Bag file whose
key-type is a timestamp.

force-ipv6
Print keys using the format map-v4,no-mixed. May be combined with zero-padded. As of SiLK
3.12.0, rwbagcat exits with an error when this format is used on a Bag file whose key-type is
neither custom nor an IP address type.

timestamp
Print keys as time in standard SiLK format: yyyy/mm/ddThh:mm:ss. May be combined with
utc or localtime. May only be used on keys whose type is custom or a time value. Since SiLK
3.12.0.

iso-time
Print keys as time in the ISO time format yyyy-mm-dd hh:mm:ss. May be combined with utc or
localtime. May only be used on keys whose type is custom or a time value. Since SiLK 3.12.0.

m/d/y
Print keys as time in the format mm/dd/yyyy hh:mm:ss. May be combined with utc or local-
time. May only be used on keys whose type is custom or a time value. Since SiLK 3.12.0.

utc
Print the keys as time in UTC. If no other time-related key-format is provided, formats the time
using the timestamp format. May only be used on keys whose type is custom or a time value.
Since SILK 3.12.0.

localtime

Print as the keys as time and get the timezone from either the TZ environment variable or local
machine. If no other time-related key-format is provided, formats the time using the timestamp
format. May only be used on keys whose type is custom or a time value. Since SiLK 3.12.0.

epoch

Print keys as seconds since UNIX epoch. May only be used on keys whose type is custom or a
time value. Since SiLK 3.12.0.

--integer-keys

This switch is equivalent to --key-format=decimal, it is deprecated as of SiLK 3.7.0, and it will be
removed in the SiLK 4.0 release.
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--zero-pad-ips
This switch is equivalent to --key-format=zero-padded, it is deprecated as of SiLK 3.7.0, and it
will be removed in the SiLK 4.0 release.

--no-columns

Disable fixed-width columnar output.

--column-separator=C
Use specified character between columns and after the final column. When this switch is not specified,
the default of ’|” is used.

--no-final-delimiter

Do not print the column separator after the final column. Normally a delimiter is printed. When the
network summary is requested (--network-structure=S), the separator is always printed before the
summary column and never after that column.

--delimited

--delimited=C
Run as if --no-columns --no-final-delimiter --column-sep=C had been specified. That is, disable
fixed-width columnar output; if character C' is provided, it is used as the delimiter between columns
instead of the default ’|.

--output-path=PATH

Write the textual output of the --network-structure, --bin-ips, or --sort-counters switch to PATH,
where PATH is a filename, a named pipe, the keyword stderr to write the output to the standard
error, or the keyword stdout or - to write the output to the standard output (and bypass the paging
program). If PATH names an existing file, rwbagcat exits with an error unless the SILK_CLOBBER
environment variable is set, in which case PATH is overwritten. If this option is not given, the output
is either sent to the pager or written to the standard output.

--pager=PAGER_PROG

When output is to a terminal, invoke the program PAGER_PROG to view the output one screen full

at a time. This switch overrides the SILK_PAGER environment variable, which in turn overrides the

PAGER variable. If the --output-path switch is given or if the value of the pager is determined to

be the empty string, no paging is performed and all output is written to the terminal.
--site-config-file=FILENAME

Read the SiLK site configuration from the named file FILENAME. When this switch is not provided,
rwbagcat searches for the site configuration file in the locations specified in the FILES section. Since
SiLK 8.15.0.

--help

Print the available options and exit.

--version

Print the version number and information about how SiLK was configured, then exit the application.

EXAMPLES

In the following examples, the dollar sign ($) represents the shell prompt. The text after the dollar sign
represents the command line.
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Printing a bag
To print the contents of the bag file mybag.bag:

$ rwbagcat mybag.bag

172.23.1.1/| 5|
172.23.1.2| 231
172.23.1.3| 9|
172.23.1.4]| 19]
192.168.0.100]| 1]
192.168.0.101/| 1]
192.168.0.160]| 15|
192.168.20.161| 1]
192.168.20.162]| 5]
192.168.20.163| 5]

Displaying number of hosts by network

To print the bag with a full network breakdown:

$ rwbagcat --network-structure=TABCHX mybag.bag

172.23.1.1 I 5|
172.23.1.2 231 |
172.23.1.3 9|
172.23.1.4 19|
172.23.1.0/27 264 |
172.23.1.0/24 264 |
172.23.0.0/16 264 |
172.0.0.0/8 264 |
192.168.0.100 1]
192.168.0.101 1]
192.168.0.96/27 2|

I
I
I
I
I
I
I
I
I
I
192.168.0.160 | 15]
I
I
I
I
I
I
I
I
I
I

192.168.0.160/27 15|
192.168.0.0/24 171
192.168.20.161 1l
192.168.20.162 5]
192.168.20.163 5]
192.168.20.160/27 11|
192.168.20.0/24 11|
192.168.0.0/16 28|
192.0.0.0/8 28|
TOTAL 292|

In the above, lines that include a CIDR prefix display the sum of the preceding hosts. For example, there
are 264 hosts in the 172.23.1.0/27 net-block.

To show an abbreviated network structure by class A and C only, including summary information:

$ rwbagcat --network-structure=ACS mybag.bag
172.23.1.0/24 | 264| 4 hosts in 1 /27
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172.0.0.0/8
192.168.0.0/24
192.168.20.0/24

192.0.0.0/8

264| 4 hosts in 1 /16, 1 /24, and 1 /27
17| 3 hosts in 2 /27s

11| 3 hosts in 1 /27

28| 6 hosts in 1 /16, 2 /24s, and 3 /27s

Overriding the key type

Suppose a key-type of a bag file is duration:

$ rwfileinfo --field=bag Bag2.bag
Bag2.bag:
bag key: duration @ 4 octets; counter: custom @ 8 octets

rwbagcat complains when the --key-format switch lists a format that it thinks is "nonsensical” for that
type of key.

$ rwbagcat --key-format=utc Bag2.bag
rwbagcat: Invalid key-format ’utc’:
Nonsensical for Bag containing duration keys

$ rwbagcat --key-format=canonical Bag2.bag
rwbagcat: Invalid key-format ’canonical’:
Nonsensical for Bag containing duration keys

To use the --key-format one time and leave the key-type in the Bag file unchanged, you may merge the
bag with an empty bag file: Use rwbagbuild(1) to create an empty bag that uses the custom key type,
add the empty bag to Bag2.bag using rwbagtool(1), then display the result:

$ rwbagbuild --bag-input=/dev/null \
| rwbagtool --add Bag2.bag stdin \
| rwbagcat --key-format=utc

1970/01/01T00:00:01 | 1]
1970/01/01T00:00:04 | 2|
1970/01/01T00:00:07 | 32|
1970/01/01T00:00:08| 2|

$ rwbagbuild --bag-input=/dev/null \

| rwbagtool --add Bag2.bag - \

| rwbagcat --key-format=canonical
0.0.0.1| 1]
0.0.0.4| 2|
0.0.0.7| 32|
0.0.0.8| 2|

To rewrite the bag file with a different key type, print the bag file as text and use rwbagbuild to build a
new bag file:

$ rwbagcat Bag2.bag \
| rwbagbuild --bag-input=- --key-type=sipv4
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Inverting a bag

Inverting a bag means counting the number of times each counter appears in the bag.

To bin the number of IP addresses that had each flow count:

$ rwbagcat --bin-ips mybag.bag

1l 31
5] 31
9l 1l
15| 1l
191 1l
231 1l

The output shows that the bag contains 3 source hosts that had a single flow, 3 hosts that had 5 flows, and
four hosts that each had a unique flow count (9, 15, 19, and 231).

For a log2 breakdown of the counts:

$ rwbagcat --bin-ips=binary mybag.bag

270 to 271-1]| 3|
272 to 273-1] 3|
2°3 to 2°4-1| 2|
274 to 2°5-1]| 1]
2°7 to 2°8-1]| 1]

Sorting the bag by counter value
rwbagcat normally presents the data in order of increasing key value. To sort based on the counter value,

specify the --sort-counter switch. When sorting by the counter value, the default order is from maximum
counter to minimum counter.

$ rwbagcat --sort-counter mybag.bag

172.23.1.2| 231
172.23.1.4/| 19]
192.168.0.160]| 15|
172.23.1.3| 9|
172.23.1.1/| 5]
192.168.20.162| 5]
192.168.20.163] 5]
192.168.0.100]| 1]
192.168.0.101/| 1]
192.168.20.161]| 1]

To change the sort order, specify the increasing argument to the --sort-counter switch:

$ rwbagcat --sort-counter=increasing mybag.bag

192.168.0.100]| 1]
192.168.0.101] 1]
192.168.20.161| 1]

172.23.1.1] 5]

SiLK -3.23.1 101



rwbagcat(1) The SiLK Reference Guide

192.168.20.162| 5]
192.168.20.163| 5]
172.23.1.3]| 9|
192.168.0.160]| 15|
172.23.1.4]| 19]
172.23.1.2| 231

For keys have the same counter value, the order of the keys is consistent (always from low to high) regardless
how the counters are sorted. The following output is limited to those keys whose value is 5. The output
is first shown without the --sort-counter switch, then with the data sorted by increasing and decreasing
counter value.

$ rwbagcat --delim=, mybag.bag | grep ,5
172.23.1.1,5

192.168.20.162,5

192.168.20.163,5

$ rwbagcat --delim=, --sort-counter=increasing mybag.bag | grep ,5
172.23.1.1,5

192.168.20.162,5

192.168.20.163,5

$ rwbagcat --delim=, --sort-counter=decreasing mybag.bag | grep ,5
172.23.1.1,5

192.168.20.162,5

192.168.20.163,5

Displaying bags that use prefix map values as the key

rwbag(1) and rwbagbuild(1) can use a prefix map file as the key in a bag file as of SiLK 3.12.0. When
attempting to display these Bag files, you must specify the --pmap-file switch on the rwbagcat command
line for it to map each prefix map value to its label. If the --pmap-file is not given, rwbagcat displays an
€error.

$ rwbagcat service.bag
rwbagcat: The --pmap-file switch is required for \
Bags containing sport-pmap keys

In addition, the type of the prefix map file must match the key-type in the bag file: a prefix map type
of IPv4-address or IPv6-address when the key was mapped from an IP address, and a prefix map type of
proto-port when the key was mapped from a protocol-port pair. The type of key in a bag may be determined
by rwfileinfo(1).

$ rufileinfo --fields=bag service.bag
service.bag:
bag key: sport-pmap @ 4 octets; counter: custom @ 8 octets

$ rwbagcat --pmap-file=ip-map.pmap service.bag
rwbagcat: Cannot use IPv4-address prefix map for \
Bag containing sport-pmap keys
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$ rwbagcat --pmap-file=port-map.pmap service.bag

TCP/SSH| 1]
TCP/SMTP| 800
TCP/HTTP| 5642 |

The only check rwbagcat makes is whether the prefix map file is the correct type. A different prefix map
file may be used. If a value in the bag file does not have an index in the prefix map file, the numeric index
of the label is displayed as shown in the following example which creates a prefix map with a single label.

~

$ echo ’label 1 none’
| rwpmapbuild --mode=proto-port --input-path=- \
—--output-path=tmp.pmap
$ rwbagcat --pmap-file=tmp.pmap service.bag

71 11
8l 800
9| 5642 |

Displaying statistics

$ rwbagcat --print-statistics mybag.bag

Statistics
number of keys: 10
sum of counters: 292
minimum key: 172.23.1.1

maximum key:
minimum counter:

192.168.20.163
1

maximum counter: 231
mean: 29.2
variance: 5064
standard deviation: 71.16
skew: 2.246
kurtosis: 8.1
nodes allocated: O (0 bytes)
counter density: infY

ENVIRONMENT

SILK_CLOBBER

The SiLK tools normally refuse to overwrite existing files. Setting SILK_CLOBBER to a non-empty

value removes this restriction.

SILK_PAGER

When set to a non-empty string, rwbagcat automatically invokes this program to display its output
a screen at a time. If set to an empty string, rwbagcat does not automatically page its output.
PAGER

When set and SILK_PAGER is not set, rwbagcat automatically invokes this program to display its
output a screen at a time.
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SILK_CONFIG_FILE

This environment variable is used as the value for the --site-config-file when that switch is not
provided.

SILK_DATA _ROOTDIR

This environment variable specifies the root directory of data repository. As described in the FILES

section, rwbagcat may use this environment variable when searching for the SiLK site configuration
file.

SILK_PATH

This environment variable gives the root of the install tree. When searching for configuration files,
rwbagcat may use this environment variable. See the FILES section for details.

TZ

When the argument to the --key-format switch includes localtime or when a SiLK installation is
built to use the local timezone, the value of the TZ environment variable determines the timezone
in which rwbagcat displays timestamps. (If both of those are false, the TZ environment variable is
ignored.) If the TZ environment variable is not set, the machine’s default timezone is used. Setting
T7Z to the empty string or 0 causes timestamps to be displayed in UTC. For system information on the
TZ variable, see tzset(3) or environ(7). (To determine if SILK was built with support for the local
timezone, check the Timezone support value in the output of rwbagcat --version.)

FILES

${SILK_CONFIG_FILE}
${SILK_DATA_ROOTDIR} /silk.conf
/data/silk.conf

${SILK_PATH} /share/silk/silk.conf
${SILK_PATH} /share/silk.conf
/usr/local/share/silk/silk.conf
/usr/local/share/silk.conf

Possible locations for the SiLK site configuration file which are checked when the --site-config-file
switch is not provided.

SEE ALSO

rwbag(1), rwbagbuild(1), rwbagtool(1), rwpmapbuild(1), rwfileinfo(1), rwset(1), rwsetbuild(1),
silk(7), tzset(3), environ(7)
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rwbagtool

Perform high-level operations on binary Bag files

SYNOPSIS
rwbagtool { --add | --subtract | --minimize | --maximize
| --divide | --scalar-multiply=VALUE
| ——compare={1t | le | eq | ge | gt} }
[--intersect=SETFILE | --complement-intersect=SETFILE]

[--mincounter=VALUE] [--maxcounter=VALUE]

[--minkey=VALUE] [--maxkey=VALUE]

[--invert] [--coverset] [--ipset-record-version=VERSION]
[--output-path=PATH [--modify-inplace [--backup-path=BACKUP]]]
[--note-strip] [--note-add=TEXT] [--note-file-add=FILE]
[--compression-method=COMP_METHOD]

[BAGFILE[ BAGFILE...]]

rwbagtool --help

rwbagtool --version

DESCRIPTION

rwbagtool performs various operations on binary Bag files (key-counter associations) and creates a new
Bag file or an IPset file. rwbagtool can add Bags together, subtract a subset of data from a Bag, divide
a Bag by another, compare the counters of two Bag files, perform key intersection of a Bag with an IPset,
extract the keys of a Bag as an IPset, or filter Bag entries based on their key or counter values.

rwbagtool reads Bags from the files and named pipes specified on the command line. If no file names
are given on the command line, rwbagtool attempts to read a Bag from the standard input. The names
stdin or - may be used to force rwbagtool to read from the standard input. The resulting Bag or IPset
is written to the location specified by the --output-path switch or to the standard output if that switch is
not provided. If a BAGFILE does not contain a Bag or an attempt is made to read binary input or write
binary output to the terminal,, rwbagtool prints an error to the standard error and exits abnormally.

In SiLK 3.21.0, rwbagtool added the --modify-inplace switch which correctly handles the case when an
input file is also used as the output file. That switch causes rwbagtool to write the output to a temporary
file first and then replace the original output file. The --backup-path switch may be used in conjunction
with --modify-inplace to set the pathname where the original output file is copied.

A Bag is a set where each key is associated with a counter. rwbag(1) and rwbagbuild(1) are the primary
tools used to create a Bag file. rwbagcat(1) prints a binary Bag file as text.

SiLK 3.15.0 introduced Aggregate Bags that are capable of storing multiple keys and counters. See rwagg-
bag(1), rwaggbagbuild(1), rwaggbagcat(1), and rwaggbagtool(1) for more information.

OPTIONS

Option names may be abbreviated if the abbreviation is unique or is an exact match for an option. A
parameter to an option may be specified as --arg=param or --arg param, though the first form is required
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for options that take optional parameters.

Operation switches

The first set of options are mutually exclusive; only one may be specified. If none are specified, the counters
in the Bag files are summed.

--add

Sum the counters for each key for all Bag files given on the command line. At least one Bag file must
be specified, and any number of additional Bag files may be given. If a key is not present in an input
file, a counter of zero is used. The result contains the union of the keys from the input Bag files. When
no operation switch is specified on the command line, the add operation is the default. If addition
causes a counter to exceed the maximum value, rwbagtool exits with an error.

--subtract

Subtract from the first Bag file all subsequent Bag files. At least one Bag file must be specified, and any
number of additional Bag files may be given. If a key does not appear in the first Bag file, rwbagtool
assumes it has a value of 0. If subtracting a key’s counters results in a non-positive number, the key
does appear in the resulting Bag file. The result contains a subset of the keys in the first Bag file.

--minimize
Cause the output to contain the minimum counter seen for each key. Keys that do not appear in all

input Bags do not appear in the output. At least one Bag file must be specified, and any number of
additional Bag files may be given.

--maximize

Cause the output to contain the maximum counter seen for each key. The output contains each key
that appears in any input Bag. At least one Bag file must be specified, and any number of additional
Bag files may be given.

--divide

Divide the first Bag file by the second Bag file. It is an error if only one Bag file or more than two
Bag files are given. Every key in the first Bag file must appear in the second file; the second Bag may
have keys that do not appear in the first, and those keys do not appear in the output. Since Bags do
not support floating point numbers, the result of the division is rounded to the nearest integer (values
ending in .5 are rounded up). If the result of the division is less than 0.5, the key does not appear in
the output.

--scalar-multiply=VALUFE

Multiply each counter in the Bag file by the scalar VALUEFE, where VALUE is an integer in the range 1
to 18446744073709551614. This switch requires a single Bag as input. On overflow, the lower 64-bits
of the result are used as the counter’s value.

--compare=0OPERATION

Compare the key/counter pairs in exactly two Bag files. It is an error if only one Bag file or more
than two Bag files are specified. The keys in the output Bag are only those for which the comparison
denoted by OPERATION is true when comparing the key’s counter in the first Bag with the key’s
counter in the second Bag. The counters for all keys in the output have the value 1. Any key that does
not appear in both input Bag files does not appear in the result. The possible OPERATION values
are the strings:
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1t

GetCounter(Bagl, key) < GetCounter(Bag2, key)
le

GetCounter(Bagl, key) <= GetCounter(Bag2, key)
eq

GetCounter(Bagl, key) == GetCounter(Bag2, key)
ge

GetCounter(Bagl, key) >= GetCounter(Bag2, key)
gt

GetCounter(Bagl, key) > GetCounter(Bag2, key)

Masking/Limiting switches

The result of the above operation is an intermediate Bag file. The following switches are applied next to
remove entries from the intermediate Bag:

--intersect=SETFILE

Mask the keys in the intermediate Bag using the set in SETFILE. SETFILFE is the name of a file or a
named pipe containing an IPset, or the name stdin or - to have rwbagtool read the IPset from the
standard input. If SETFILE does not contain an IPset, rwbagtool prints an error to stderr and exits
abnormally. Only key/counter pairs where the key matches an entry in SETFILE are written to the
output. (IPsets are typically created by rwset(1) or rwsetbuild(1).)

--complement-intersect=SETFILFE
As --intersect, but only writes key/counter pairs for keys which do not match an entry in SETFILE.

--mincounter=VALUFE

Cause the output to contain only those entries whose counter value is VALUE or higher. The allowable
range is 1 to the maximum counter value (18446744073709551614); the default is 1.

--maxcounter=VALUE

Cause the output to contain only those entries whose counter value is VALUEFE or lower. The allowable
range is 1 to the maximum counter value; the default is the maximum counter value.

--minkey=VALUFE

Cause the output to contain only those entries whose key value is VALUE or higher. Default is 0 (or
0.0.0.0). Accepts input as an integer or as an IP address in dotted decimal notation.

--maxkey=VALUE

Cause the output to contain only those entries whose key value is VALUFE or higher. Default is
4294967295 (or 255.255.255.255). Accepts input as an integer or as an IP address in dotted decimal
notation.

Output switches
The following switches control the output.
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--invert

Generate a new Bag whose keys are the counters in the intermediate Bag and whose counter is the
number of times the counter was seen. For example, this turns the Bag {sip:flow} into the Bag
{flow:count(sip)}. Any counter in the intermediate Bag that is larger than the maximum possible key
is attributed to the counter for the maximum key; to prevent this, specify —-maxcounter=4294967295
which removes all key-counter pairs whose counters do not fit into a key. (The --bin-ips switch on
rwbagcat(1) allows one to invert a Bag file as it is being printed.) If inverting the Bag causes a
counter to exceed the maximum value, rwbagtool exits with an error.

--coverset

Instead of creating a Bag file as the output, write an IPset which contains the keys contained in the
intermediate Bag.

--ipset-record-version=VERSION

Specify the format of the IPset records that are written to the output when the --coverset switch
is used. VERSION may be 2, 3, 4, 5 or the special value 0. When the switch is not provided, the
SILKIPSET_RECORD_VERSION environment variable is checked for a version. The default version
is 0. Since SiLK 3.11.0.

0
Use the default version for an IPv4 IPset and an IPv6 IPset. Use the --help switch to see the
versions used for your SiLK installation.

2
Create a file that may hold only IPv4 addresses and is readable by all versions of SiLK.

3
Create a file that may hold IPv4 or IPv6 addresses and is readable by SiLK 3.0 and later.

4
Create a file that may hold IPv4 or IPv6 addresses and is readable by SiLK 3.7 and later. These
files are more compact that version 3 and often more compact than version 2.

5

Create a file that may hold only IPv6 addresses and is readable by SiLK 3.14 and later. When
this version is specified, IPsets containing only IPv4 addresses are written in version 4. These
files are usually more compact that version 4.

--output-path=PATH

Write the resulting Bag or IPset to PATH, where PATH is a filename, a named pipe, the keyword
stderr to write the output to the standard error, or the keyword stdout or - to write the output
to the standard output. If PATH names an existing file, rwbagtool exits with an error unless the
--modify-inplace switch is given or the SILK_CLOBBER environment variable is set, in which case
PATH is overwritten. If --output-path is not given, the output is written to the standard output.
Attempting to write the binary output to a terminal causes rwbagtool to exit with an error.

--modify-inplace

108

Allow rwbagtool to overwrite an existing file and properly account for the output file (PATH) also
being an input file. When this switch is given, rwbagtool writes the output to a temporary location
first, then overwrites PATH. rwbagtool attempts to copy the permission, owner, and group from the
original file to the new file. The switch is ignored when PATH does not exist or the output is the
standard output or standard error. rwbagtool exits with an error when this switch is given and PATH
is not a regular file. If rwbagtool encounters an error or is interrupted prior to closing the temporary
file, the temporary file is removed. See also --backup-path. Since SiLK 3.21.0.
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--backup-path=BACKUP

Move the file named by --output-path (PATH) to the path BACKUP immediately prior to moving
the temporary file created by --modify-inplace over PATH. If BACKUP names a directory, the file
is moved into that directory. This switch will overwrite an existing file. If PATH and BACKUP point
to the same location, the output is written to PATH and no backup is created. If BACKUP cannot
be created, the output is left in the temporary file and rwbagtool exits with a message and an error.
rwbagtool exits with an error if this switch is given without --modify-inplace. Since SiLK 3.21.0.

--note-strip

Do not copy the notes (annotations) from the input files to the output file. Normally notes from the
input files are copied to the output.

--note-add=TEXT

Add the specified TEXT to the header of the output file as an annotation. This switch may be repeated
to add multiple annotations to a file. To view the annotations, use the rwfileinfo(1) tool.

--note-file-add=FILENAME

Open FILENAME and add the contents of that file to the header of the output file as an annotation.
This switch may be repeated to add multiple annotations. Currently the application makes no effort
to ensure that FILENAME contains text; be careful that you do not attempt to add a SiLK data file
as an annotation.

--compression-method=COMP_METHOD

Specify the compression library to use when writing output files. If this switch is not given, the value
in the SILK_COMPRESSION_METHOD environment variable is used if the value names an available
compression method. When no compression method is specified, output to the standard output or to
named pipes is not compressed, and output to files is compressed using the default chosen when SiLK
was compiled. The valid values for COMP_METHOD are determined by which external libraries were
found when SiLK was compiled. To see the available compression methods and the default method,
use the --help or --version switch. SiLK can support the following COMP_METHOD values when
the required libraries are available.

none
Do not compress the output using an external library.

zlib
Use the zlib(3) library for compressing the output, and always compress the output regardless
of the destination. Using zlib produces the smallest output files at the cost of speed.

lzolx

Use the lzolzx algorithm from the LZO real time compression library for compression, and always
compress the output regardless of the destination. This compression provides good compression
with less memory and CPU overhead.

snappy
Use the snappy library for compression, and always compress the output regardless of the desti-
nation. This compression provides good compression with less memory and CPU overhead. Since
SiLK 3.13.0.

best
Use Izolx if available, otherwise use snappy if available, otherwise use zlib if available. Only
compress the output when writing to a file.

--help

Print the available options and exit.
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--version
Print the version number and information about how SiLK was configured, then exit the application.

EXAMPLES

In the following examples, the dollar sign ($) represents the shell prompt. The text after the dollar sign
represents the command line. Lines have been wrapped for improved readability, and the back slash (\) is

used to indicate a wrapped line.

The examples assume the following contents for the files:

Bagl.bag Bag2.bag Bag3.bag Bag4.bag Mask.set

31 10| 1] 1] 2| 8| 1] 1] 2
a4l 71 4] 2| 4| 10| 4] 3| 4
6] 14| 71 32| 6l 14| 61 4| 6
71 23| 8| 2| 71 12| 71 4| 8
8l 2| 9| 8| 8l 61

The examples use rwbagcat(1) to print the contents of the Bag files.

Adding Bag Files

Adding Bag files produces a Bag whose keys are the set union of the keys in the input Bags. The counter
for each key is the sum of the key’s counters in each input Bag.

$ rwbagtool --add Bagl.bag Bag2.bag > Bag-sum.bag
$ rwbagcat --key-format=decimal Bag-sum.bag

1 1]
31 10|
4] 9l
6l 14|
71 55|
8l 4]

$ rwbagtool --add Bagl.bag Bag2.bag Bag3.bag > Bag-sum2.bag
$ rwbagcat --key-format=decimal Bag-sum2.bag

1 1]
2l 8l
31 10l
4] 19|
61 28]
71 67l
8l 4]
9| 8l

Subtracting Bag Files

The --subtract switch subtracts from the key/counter pairs in the first Bag file the key/counter pairs in all
other Bag file arguments. Keys that are not present in the first argument are ignored. If subtraction results
in a counter value of zero or less, the key is removed from the result.
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$ rwbagtool --subtract Bagl.bag Bag2.bag > Bag-diff.bag
$ rwbagcat --key-format=decimal Bag-diff.bag

31 10|
4] 5]
61 14]

$ rwbagtool --subtract Bag2.bag Bagl.bag > Bag-diff2.bag
$ rwbagcat --key-format=decimal Bag-diff2.bag

1] 1]

71 9l

Getting the Minimum Value

The output produced by the --minimize switch contains only the keys that appear in all of input Bags. For
each key, the counter is the minimum value for that key in any input Bag.

$ rwbagtool --minimize Bagl.bag Bag2.bag Bag3.bag > Bag-min.bag
$ rwbagcat --key-format=decimal Bag-min.bag

4] 2|

71 12|

Getting the Maximum Value

The keys of the Bag file produced by --maximize are the same as the keys produced by --add; that is, the
union of all keys in the input files. For each key, its counter is the maximum value seen for that key in any
single input Bag file.

$ rwbagtool --maximize Bagl.bag Bag2.bag Bag3.bag > Bag-max.bag
$ rwbagcat --key-format=decimal Bag-max.bag

1l 1]
21 8l
3] 10|
4] 10|
6l 14|
71 32|
8l 2|
9l 8l

Dividing Bag Files

The --divide switch requires exactly two Bag files as input. The keys in the first Bag argument must be
either the same as or a subset of those in the second argument. The counter for each key in the first Bag
file is divided by that key’s counter in the second file. If the result of the division is less than 0.5, the key is
not included in the output.

$ rwbagtool --divide Bag2.bag Bagd.bag > Bag-divl.bag
$ rwbagcat --key-format=decimal Bag-divl.bag

1 1l
4l 1
71 8l
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When the order of the Bag file arguments is reversed an error is reported.

$

rwbagtool --divide Bag4.bag Bag2.bag > Bag-div2.bag

rwbagtool: Error dividing bags; key 6 not in divisor bag

To work around this issue, use the --coverset switch to create a copy of Bag4.bag that contains only the
keys in Bag2.bag.

© H P &P

rwbagtool --coverset Bag2.bag > Bag2-keys.set

rwbagtool --intersect=Bag2-keys.set Bagd4.bag > Bag4-small.bag
rwbagtool --divide Bag4-small.bag Bag2.bag > Bag-div2.bag
rwbagcat --key-format=decimal Bag-div2.bag

1 1

4] 2|

8l 3l

The following command is the same as the above except the IPset and Bag files are piped between the tools
instead of being written to disk:

$

rwbagtool --coverset Bag2.bag \
| rwbagtool --intersect=- Bag4.bag \
| rwbagtool --divide - Bag2.bag \
| rwbagcat --key-format=decimal

1 1]

4] 2|

8l 3l

Scalar Multiplication

The --scalar-multiply switch multiplies each counter in the input Bag by the specified value. Exactly one
Bag file argument is required.

$ rwbagtool --scalar-multiply=7 Bagl.bag > Bag-multiply.bag
$ rwbagcat --key-format=decimal Bag-multiply.bag

31 70|
4] 49|
61 98l
71 161/
8| 14|

Use two rwbagtool commands if multiple operations are desired.

$ rwbagtool --add Bagl.bag Bag2.bag \

| rwbagtool --scalar-multiply=3 --output-path=Bagl2-multi.bag

$ rwbagcat --key-format=decimal Bagl2-multi.bag

i 3l
31 30l
4| 27|
61 42|
7| 165|
8l 12]
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Comparing Bag Files

The --compare switch takes an argument that specifies how to compare the counters in two Bag files, and
it requires exactly two Bag files as input. For each key that appears in both Bag files, the counter value in
the first file is compared to counter value in the second file. If the comparison is true, the key appears in
the resulting Bag file with a counter of 1. If the comparison is false, the key is not present in the output file.
Keys that appear in only one of the input files are ignored.

The following comparisons operate on Bagl.bag and Bag2.bag which have as common keys 4, 7, and 8.

Find counters in Bagl.bag that are less than those in Bag2.bag:

$ rwbagtool --compare=1t Bagl.bag Bag2.bag > Bag-1lt.bag
$ rwbagcat --key-format=decimal Bag-1lt.bag
[

Find counters in Bagl.bag that are less than or equal to those in Bag2.bag:

$ rwbagtool --compare=le Bagl.bag Bag2.bag > Bag-le.bag
$ rwbagcat --key-format=decimal Bag-le.bag

71 1]

8l 1|

Find counters in Bagl.bag that are equal to those in Bag2.bag:

$ rwbagtool --compare=eq Bagl.bag Bag2.bag > Bag-eq.bag
$ rwbagcat --key-format=decimal Bag-eq.bag
8l 1]

Find counters in Bagl.bag that are greater than or equal to those in Bag2.bag:

$ rwbagtool --compare=ge Bagl.bag Bag2.bag > Bag-ge.bag
$ rwbagcat --key-format=decimal Bag-ge.bag

4] 1]

8| 1]

Find counters in Bagl.bag that are greater than those in Bag2.bag:

$ rwbagtool --compare=gt Bagl.bag Bag2.bag > Bag-gt.bag
$ rwbagcat --key-format=decimal Bag-gt.bag
4] 1|

Making a Cover Set

A cover set is an IPset file that contains the keys that are present in any of the input Bag files. In other
words, it is the union of the keys converted to an IPset. Since an operation switch is not provided in
this command, an implicit --add operation is performed on the Bag files prior to creating the cover set.

(rwsetcat (1) prints the contents of an IPset file as text.)
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$ rwbagtool --coverset Bagl.bag Bag2.bag Bag3.bag > Cover.set
$ rusetcat --key-format=decimal Cover.set

© 00 ~NO P> WN -

One use of a cover set is to limit the contents of a Bag file to keys that are present in a second Bag file:

$ rwbagtool --coverset --output-path=Cover.set Bagl.bag

$ rwbagtool --intersect=Cover.set Bag2.bag > Bagl-mask-Bag2.bag
$ rwbagcat --key-format=decimal Bagl-mask-Bag2.bag

4] 2|

71 32|

8l 2|

To mask the contents of Bag2.bag by the keys that are not present in Bagl.bag:

$ rwbagtool --complement-intersect=Cover.set Bag2.bag \
> Bagl-notmask-Bag2.bag

$ rwbagcat --key-format=decimal Bagl-notmask-Bag2.bag

1 1

Inverting a Bag

The output of the --invert switch is a Bag file that counts the number of times each counter is present in

the input Bag file.

$ rwbagtool --invert Bagl.bag > Bag-invl.bag
$ rwbagcat --key-format=decimal Bag-invl.bag

2| 1]
71 1]
10] 1]
14| 1]
23| 1]

$ rwbagtool --invert Bag2.bag > Bag-inv2.bag
$ rwbagcat --key-format=decimal Bag-inv2.bag

i 1
2l 2|
32| 1]

$ rwbagtool --invert Bag3.bag > Bag-inv3.bag
$ rwbagcat --key-format=decimal Bag-inv3.bag
8l 2|
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10/ 1]
12] 1]
14| 1]

When multiple Bag files are specified on the command line, the files are added prior to creating the inverted
Bag. Even though the counter 2 appears three times in the files Bagl.bag and Bag2.bag, the key 2 is not
present in the following since the add operation is performed first.

$ rwbagtool --invert Bagl.bag Bag2.bag \
| rwbagcat --key-format=decimal

1l 1]
4] 1|
9l 1l
101 1]
14 1]
55| 1]

Masking Bag Files

The --intersect switch takes an IPset file as an argument and limits the keys of the Bag produced by
rwbagtool to only those keys that appear in the IPset file.

$ rwbagtool --intersect=Mask.set Bagl.bag > Bag-mask.bag
$ rwbagcat --key-format=decimal Bag-mask.bag

4| 7]
6l 14|
8l 2|

The --complement-intersect switch limits the output to only those keys that do not appear in the IPset
file.

$ rwbagtool --complement-intersect=Mask.set Bagl.bag > Bag-mask2.bag
$ rwbagcat --key-format=decimal Bag-mask2.bag

3| 10l

71 23|

See also the next section.

Restricting the Output

In addition to limiting the result of rwbagtool to keys that appear or do not appear in an IPset file (cf.
previous section), numeric limits may be used to restrict the keys or counters that in the resulting Bag file
with use of the --minkey, --maxkey, --mincounter, and --maxcounter switches.

$ rwbagtool --add --maxkey=5 Bagl.bag Bag2.bag > Bag-resl.bag
$ rwbagcat --key-format=decimal Bag-resl.bag

1 1]
3|1 10|
4] 9l
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$ rwbagtool --minkey=3 --maxkey=6 Bagl.bag > Bag-res2.bag
$ rwbagcat --key-format=decimal Bag-res2.bag

31 10|
4] 9l
61 14]

$ rwbagtool --mincounter=20 Bagl.bag Bag2.bag > Bag-res3.bag
$ rwbagcat --key-format=decimal Bag-res3.bag
7| 55|

$ rwbagtool --subtract --maxcounter=9 Bagl.bag Bag2.bag \
> Bag-res4.bag

$ rwbagcat --key-format=decimal Bag-res4.bag

4] 5l

Changing a File’s Format
To share a Bag file with a user who has a version of SiLK that includes different compression libraries, it
may be necessary to change the the compression-method of the Bag.

It is not possible to change the compression-method directly. A new file must be created first, and then you
may then replace the old file with the new file.

To create a new file that uses a different compression-method of the Bag file A.bag, use rwbagtool with the
--add switch and specify the desired argument:

$ rwbagtool --add --compression=none --output-path=Al.bag A.bag

Changing the Key Type or Counter Type

Unfortunately, the Bag tools do not allow changing the key type or counter type of a Bag file. To change
the types, use rwbagcat(1) to write the Bag as text and rwbagbuild(1) to convert the text back to a Bag
file.

$ rwbagcat Bagl.bag \
| rwbagbuild --bag-input=- --output-path=Bagl-typed.bag \
--key-type=sport -—-counter-type=sum-bytes

Use rwfileinfo(1) to see the type of the key and counter.

$ rwfileinfo --field=bag Bagl-typed.bag
Bagl-typed.bag:
bag key: sPort @ 4 octets; counter: sum-bytes @ 8 octets

Alternatively, one may use PySiLK (see pysilk(3)) to modify the key type and counter type.

$ cat bag-type.py
import sys
from silk import *
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key_type = sys.argv[1]
counter_type = sys.argv[2]
old_file = sys.argv[3]
new_file = sys.argv[4]

old = Bag.load(old_file, key_type=IPv4Addr)
new = Bag(old, key_type=key_type, counter_type=counter_type)
new.save(new_file)
$
$ python bag-type.py sipv4 sum-packets Bagl.bag Bagl-type2.bag
$ rufileinfo --field=bag Bagl-type2.bag
Bagl-type2.bag:
bag key: sIPv4 @ 4 octets; counter: sum-packets @ 8 octets

ENVIRONMENT

SILK_IPSET_RECORD_VERSION

This environment variable is used as the value for the --ipset-record-version when that switch is not
provided. Since SiLK 3.7.0.

SILK_CLOBBER

The SiLK tools normally refuse to overwrite existing files. Setting SILK_CLOBBER to a non-empty
value removes this restriction.

SILK_COMPRESSION_METHOD

This environment variable is used as the value for --compression-method when that switch is not
provided. Since SiLK 3.13.0.

NOTES
The --modify-inplace switch was added in SiLK 3.21. When --backup-path is also given, there is a small

time window when the original file does not exist: the time between moving the original file to the backup
location and moving the temporary file into place.

rwbagtool should handle counter overflow more consistently and gracefully.

SEE ALSO

rwbag(1l), rwbagbuild(1), rwbagcat(1), rwfileinfo(1), rwset(1l), rwsetbuild(1), rwsetcat(1),
rwaggbag(1), rwaggbagbuild(1), rwaggbagcat(1), rwaggbagtool(1), silk(7), zlib(3)
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rwcat

Concatenate SiILK Flow files into single stream

SYNOPSIS

rwcat [--output-path=PATH] [--note-add=TEXT] [--note-file-add=FILE]
[--print-filenames] [--byte-order={big | little | nativel}]
[--ipv4-output] [--milliseconds]
[--compression-method=COMP_METHOD]
[--site-config-file=FILENAME]
{[--xargs] | [--xargs=FILENAME] | [FILE [FILE...]1}

rwcat --help

rwcat --version

DESCRIPTION

rwcat reads SiLK Flow records and writes the records in the standard binary SiLK format to the specified
output-path; rwcat writes the records to the standard output when stdout is not the terminal and --output-
path is not provided.

rwcat reads SiLK Flow records from the files named on the command line or from the standard input when
no file names are specified and --xargs is not present. To read the standard input in addition to the named
files, use - or stdin as a file name. If an input file name ends in .gz, the file is uncompressed as it is read.
When the --xargs swi